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Artificial intelligence  
in the smart city — a literature review

A B S T R A C T
The influence of artificial intelligence (AI) in smart cities has resulted in enhanced 
efficiency, accessibility, and improved quality of life. However, this integration has 
brought forth new challenges, particularly concerning data security and privacy due to 
the widespread use of Internet of Things (IoT) technologies. The article aims to provide 
a classification of scientific research relating to artificial intelligence in smart city issues 
and to identify emerging directions of future research. A systematic literature review 
based on bibliometric analysis of Scopus and Web of Science databases was conducted 
for the study. Research query included TITLE-ABS-KEY (“smart city” AND “artificial 
intelligence”) in the case of Scopus and TS = (“smart city” AND “artificial intelligence”) 
in the case of the Web of Sciences database. For the purpose of the analysis, 3101 
publication records were qualified. Based on bibliometric analysis, seven research 
areas were identified: safety, living, energy, mobility, health, pollution, and industry. 
Urban mobility has seen significant innovations through AI applications, such as 
autonomous vehicles (AVs), electric vehicles (EVs), and unmanned aerial vehicles 
(UAVs), yet security concerns persist, necessitating further research in this area. AI’s 
impact extends to energy management and sustainability practices, demanding 
standardised regulations to guide future research in renewable energy adoption and 
developing integrated local energy systems. Additionally, AI’s applications in health, 
environmental management, and the industrial sector require further investigation to 
address data handling, privacy, security, and societal implications, ensuring responsible 
and sustainable digitisation in smart cities.
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Introduction

With increasing urbanisation worldwide, cities 
are turning to innovative, specialised technologies to 
address social, economic, environmental, and other 
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challenges. Artificial intelligence (AI) has been 
increasingly recognised as a transformative tool, 
holding the potential to revolutionise city develop-
ment. With its capabilities to learn, predict, and 
potentially operate autonomously, AI offers a wealth 
of opportunities for developing and managing smart 
cities. Its applications span various areas, from pre-
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dictive maintenance and enhanced citizen services to 
improved sustainability initiatives. However, despite 
its growing prevalence, a comprehensive understand-
ing of AI’s role, its range of applications in smart cit-
ies, and the potential implications are currently 
lacking.

As a technological tool, AI can significantly con-
tribute to integrating pivotal smart city dimensions, 
such as living, people, economy, mobility, environ-
ment, and government. AI and other advanced tech-
niques have shown great promise in developing 
optimal policies to tackle complex issues intrinsic to 
the evolution of smart cities, ranging from intelligent 
transportation systems and cybersecurity to energy-
efficient smart grids and smart healthcare systems.

However, the application of AI in smart cities has 
its risks. The same power that allows AI to drive 
urban transformations also presents a slew of chal-
lenges. Ensuring ethical AI application, maintaining 
data privacy, and mitigating the potential for AI mis-
use are among the top concerns in this emerging 
field. It is also critical to remember that the shift 
towards an AI-driven city can exacerbate social ine-
qualities and create a digital divide among citizens if 
not managed thoughtfully.

Given the topic’s relevance related to the applica-
tion of artificial intelligence in a smart city, this article 
aims to classify scientific research relating to artificial 
intelligence in smart city issues and identify emerging 
directions for future research. The methodology used 
in this study combines a systematic literature review 
to identify the most relevant studies and new topics to 
be developed in the future. The research shows the 
scope and importance of AI in smart city develop-
ment and the challenges it brings to cities and citizens.

1. Literature review

As the global urban population is projected to 
surge to 66 % or 70 % by 2050 (O’Dwyer et al., 2019), 
there are escalating concerns about the environmen-
tal, managerial, and security impacts. In response to 
this challenge, smart cities which heavily rely on 
information and communication technologies (ICTs) 
have been proposed and realised in various nations 
(Aguilera et al., 2017; Alifi & Supangkat, 2016; Al_Tur-
jman & Baali, 2022; Galindo, 2014; Yamakami, 2017; 
Szpilko et al., 2020). Smart cities integrate different 
technologies, such as the Internet of Things, block-
chain, artificial intelligence, machine learning (ML), 

and deep reinforcement learning (DRL), to provide 
comprehensive solutions (Alam et al., 2017; Ali et al., 
2020; Allam et al., 2019; Allam & Dhunny, 2019; Chen 
et al., 2021; Liu et al., 2019; Bilan et al., 2022).

AI emerged in 1956 but developed slowly because 
of immature computational technologies. Now, it is 
deployed at a scale of cities (Yigitcanlar et al., 2020). 
Its diverse computational technologies range from 
rule-based systems to deep learning systems, and 
these technologies play increasingly critical roles in 
the delivery of public services (Ma et al., 2020; Wirtz 
et al., 2019). For instance, Robotic Process Automa-
tion (RPA) projects are automating mundane, repeti-
tive, and costly tasks, freeing up valuable resources 
(Mendling et al., 2018; Siderska et al., 2023).

The AI role in managing the massive amounts of 
data generated by IoT, a crucial component of smart 
city applications, cannot be overstated (Al-Turjman 
et al., 2021; Ullah, Al-Turjman, Mostarda et al., 2020). 
By employing AI, ML, and DRL techniques, cities can 
harness and analyse this data to make optimal deci-
sions  (Allam et al., 2019; Allam & Dhunny, 2019; Liu 
et al., 2019). It is important to note that the accuracy 
and precision of these technologies can be further 
enhanced by increasing the amount of training data, 
thereby strengthening their learning capabilities and 
improving automated decision efficiencies (Ullah, 
Al-Turjman, Mostarda et al., 2020).

Significant strides have been made in such differ-
ent sectors as intelligent transportation, cybersecu-
rity, smart grids, and UAVs-assisted next-generation 
communication in smart cities (Allam & Newman, 
2018). AI, ML, and DRL technologies play a trans-
formative role in these sectors by enhancing their 
efficiency and scalability (Ferdowsi et al., 2019).

Intelligent transportation systems have inte-
grated ML and DRL-based technologies in various 
applications, including self-driving vehicles, ensuring 
the security of connected vehicles, efficient passenger 
hunting, and safe travels (Ang et al., 2022; Ferdowsi et 
al., 2019; Wences et al., 2017). Similarly, the role of 
AI, ML, and DRL technologies in cybersecurity is 
outstanding, with significant impacts on almost all 
sectors of a smart city (Ullah, Al-Turjman, Mostarda 
et al., 2020). Furthermore, AI continues to revolu-
tionise energy generation, management, and con-
sumption within smart cities, underscoring its 
far-reaching implications for societal and economic 
development (Golinska-Dawson & Sethanan, 2023; 
Muhammad et al., 2019; Pramod et al., 2023).

Autonomous vehicles are also explored as a mod-
ernisation tool for public transport infrastructure 
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(Gaber et al., 2020; Toglaw et al., 2018). Furthermore, 
smart cities are venturing into using robotics for law 
enforcement to lower conflict incident rates and free 
up human resources (Galindo, 2014; Hu & Jiang, 
2019; Ma et al., 2018). The utilisation of AI and ML in 
predicting and preventing incidents is also gaining 
traction. For example, an efficient crime detection 
system for smart cities has been proposed utilising 
DRL and neural networks to identify and analyse 
criminal activity (Castelli et al., 2017; Diro & Chilam-
kurti, 2018; David et al., 2023). Likewise, an ML-
based architecture has been put forward to predict 
incidents and generate responses before their occur-
rence (Aqib et al., 2020). As AI and ML become 
increasingly integrated into urban governance, there 
is the potential for more sustainable, safe, inclusive, 
and resilient cities (Allam & Newman, 2018; Choud-
hary & Sarthy, 2022; Lourenco et al., 2018).

Through AI and associated technologies like ML 
and DRL, cities can harness and analyse big data, 
improve decision-making, enhance public services, 
and foster more sustainable and resilient urban envi-
ronments. However, it is crucial to consider the soci-
etal implications of such technologies to avoid 
potential pitfalls and maximise the benefits. Ethical 
considerations surrounding the use of artificial intel-
ligence in smart cities are also crucial, particularly 
regarding data privacy, bias, and potential impacts on 
citizen rights and autonomy. Balancing technological 
advancements with ethical guidelines is essential to 
ensure responsible and inclusive AI integration in 
urban environments.

2. Research methods

The literature on artificial intelligence in smart 
cities was examined using a bibliometric analysis 
approach. This method is frequently employed by 
researchers, especially when first exploring a specific 
research topic. With a vast number of publications 
available, it facilitates the identification, synthesis, 
analysis, and critical evaluation of their contents 
(Bornmann & Haunschild, 2017; Keathley-Herring et 
al., 2016). Utilising quantitative techniques allows for 
the identification of the current state and develop-
mental trends in the research area under considera-
tion. The results provide insights into the main 
research directions, trends, and changes in the num-
ber of publications over a specific period. Moreover, it 
enables the creation of rankings for the most produc-

tive authors, journals, research units, and countries 
within the field of research (Niñerola et al., 2019; 
Szum, 2021). Bibliometric analysis is applicable to 
well-established research areas in the literature 
(Winkowska et al., 2019; Gudanowska, 2017; Glińska 
& Siemieniako, 2018; Halicka, 2017), as well as 
emerging ones (Siderska & Jadaan, 2018; Szpilko, 
2017).

Table 1 illustrates the operationalisation of the 
process employed in this article using the bibliomet-
ric analysis method.

The research process was conducted following  
a methodology comprising seven distinct phases. 
These phases encompassed the selection of biblio-
graphic databases (I), the choice of keywords (II), and 
the criteria to narrow down the search for publica-
tions (III). Subsequently, data extraction and selec-
tion (IV) was performed, followed by the analysis of 
the selected publications (V). The last two phases 
involved identifying research areas (VI) and defining 
thematic clusters (VII) (Table 1).

In the initial phase of the study, the researchers 
opted for Scopus and Web of Science bibliographic 
databases, as they offered a comprehensive array of 
scientific publications. The selection of these data-
bases was driven by their wide availability and the-
matic coverage across various scientific disciplines. 
The bibliometric analysis began by focusing on publi-
cations that contained the specific terms “smart city” 
and “artificial intelligence”. In the first and second 
samples, the search encompassed publications with 
this phrase throughout the entire document, while 
the third sample included titles, abstracts, and key-
words.

To refine the search, certain restriction criteria 
were applied. The search was limited to materials 
published between 2010 and 2023. For further analy-
sis, articles, conference proceedings, books, book 
chapters, reviews, editorials, early access and short 
survey publications were considered eligible. On the 
other hand, publication types like retracted publica-
tions, conference reviews, notes, erratum, and letters 
were excluded. The outcomes of the search are pre-
sented in Table 2.

The initial search for the term “smart city AND 
artificial intelligence” across the entire set of papers in 
the first sample yielded 107475 records in Scopus and 
3250 records in Web of Science. However, upon the 
initial analysis, it became evident that many of these 
publications were not directly relevant to the study 
area. The search in the second attempt, enclosing the 
keywords in quotation marks (“smart city” AND 
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“artificial intelligence”), also did not yield satisfactory 
results. As a result, a third attempt was made, restrict-
ing the search only to publications containing the 
specified phrase in their titles, abstracts, and key-
words. Subsequently, the refined search produced 
3014 records in Scopus and 1237 in Web of Science. 
After applying the limiting criteria, 2896 records in 
Scopus and 1237 in Web of Science were obtained. 
The search results are detailed in Table 2.

Full records in *csv format were downloaded 
from each database, and these files were aggregated 
into one, resulting in a total of 4133 records. After 
eliminating duplicates, a subset of 3101 records was 
selected for further analysis. 

Based on the acquired dataset, various analyses 
were conducted to examine the number of publica-
tions within specific periods and identify the most 
productive authors, organisations, countries, and 
journals. The research also focused on identifying the 
most notable articles with the highest frequency of 
citations. 

Furthermore, a thorough investigation of com-
monly recurring keywords was conducted, leading to 
the creation of a map depicting the co-occurrence of 
keywords associated with the application of artificial 
intelligence in smart cities. The creation of the key-
word co-occurrence map was accomplished using 
VOSviewer software (version 1.6.19).

Tab. 1. Methodology of bibliometric analysis

No. Task Scope

1. Database selection Scopus, Web of Science

2. Keywords selection “smart city” AND “artificial intelligence” in topic

3. Criteria selection Period: 2010–2023

Document types: articles, proceedings papers, conference papers, books, book 
chapters, editorial materials, reviews, early access, short survey

4. Data extraction, removal of duplicates Criteria for deleting duplicates: DOI, title, authors

5. Quantitative analysis of the results Scope: number of publications per year, document types, the most productive 
authors, institutions, countries, journals

6. Identification of research areas Visualisation of the most frequent keywords

7. Creation of thematic clusters Visualisation of thematic clusters

Tab. 2. Search results

Stage Web of Science Scopus

First search

Research query ALL=smart city AND artificial intelligence ALL (smart city AND artificial intelligence)

Number of articles before inclu-
sion criteria 3250 107475

Number of articles after inclu-
sion criteria 3216 105672

Second search

Research query ALL= “smart city” AND “artificial intelligence” ALL (“smart city” AND “artificial intelligence”)

Number of articles before inclu-
sion criteria 1464 69049

Number of articles after inclu-
sion criteria 1463 68660

Third search

Research query TS=“smart city” AND “artificial intelligence” TITLE-ABS-KEY (“smart city” AND “artificial 
intelligence”)

Number of articles before inclu-
sion criteria 1237 3014

Number of articles after inclu-
sion criteria 1237 2896

Source: elaborated by the authors based on the Scopus and Web of Science databases.
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To ensure accuracy and relevance, a thesaurus 
file was additionally prepared (van Eck & Waltman, 
2018) to eliminate duplicate terms with similar mean-
ings (e.g., Internet of Things and IoT) or terms not 
relevant to the study (e.g., article, research, analysis). 
This file was developed based on keyword analysis 
and a thorough review of the publication collection. 
The outcome of this analysis allowed for the identifi-
cation of thematic clusters representing the main and 
emerging research directions.

3. Research results

In the initial phase of the study, an examination 
was carried out to assess the interest in the subject 
matter over the years. Additionally, the predominant 
types of publications were identified, along with their 

connections to the primary subject areas in the Sco-
pus and Web of Science databases.

Between 2018 and 2023, a significant number of 
publications emerged in both databases (Fig. 1). Prior 
to this period, references to AI in smart cities were 
infrequent, representing an “emerging thematic”. The 
total number of citations for publications indexed in 
the Scopus database was 31 783, while in Web of Sci-
ence, it amounted to 15 665. There were 865 uncited 
publications in Scopus and 343 in Web of Science. 

In the Web of Science and Scopus databases 
jointly, the majority of publications consisted of arti-
cles (63.5 % and 32.5 %, respectively) and conference 
papers (50.5 % and 25.1 %). Reviews, editorials, and 
book chapters made up a smaller portion. The distri-
bution of publications by document type is depicted 
in Fig. 2.

The preponderance of literature in both databases 
is primarily allocated to the domains of Engineering, 

 

 

Fig. 1. Number of publications in the field of artificial intelligence in smart cities in the Scopus and Web of Science databases (indexed 
from January 2010 to July 2023) 

Source: elaborated by the authors based on the Scopus and Web of Science databases. 
 

Fig. 2. Type of documents of publications in the field of artificial intelligence in smart cities in the Scopus and Web of Science databases 
(indexed from January 2010 to July 2023) 

Source: elaborated by the authors based on the Scopus and Web of Science databases. 
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specifically Electrical and Electronic Engineering and 
Computer Science (Computer Science Information 
Systems). Specifically, these represent 77.5 % and 44.9 
% of all entries in Scopus and 33.1 % and 29.4 % in 
the Web of Science. Furthermore, a considerable 
amount of literature in Scopus is also categorised 
under Social Sciences (17.8 %) and Mathematics 
(15.9 %), whereas in Web of Science, a significant 
percentage is attributed to Telecommunications (23.4 
%). 

The most productive author in this regard is 
Yigitcanlar, with 16 publications. The most referenced 
piece by Yigitcanlar et al. is “Contributions and risks 
of artificial intelligence (AI) in building smarter cit-
ies: Insights from a systematic review of the literature” 
from 2020 and “Can building ‘artificially intelligent 
cities’ safeguard humanity from natural disasters, 
pandemics, and other catastrophes? An urban schol-
ar’s perspective” from the same year, amassing 161 
and 140 citations in Scopus, respectively. Next is 
Mehmood, with 14 publications, who held the high-
est average citation count per publication in both 
databases. His most cited piece was “Data Fusion and 
IoT for Smart Ubiquitous Environments: A Survey”, 
published in IEEE Access in 2017, with 254 citations 
in Scopus and 195 in Web of Science. Allams’ (and 
Dhunny’s) most referenced publication was “On big 
data, artificial intelligence and smart cities”, published 
in Cities in 2019, amassing 456 citations in Web of 
Science and 305 in Scopus. Table 3 provides a com-
prehensive list of the most productive authors.

With regard to geographical distribution, the 
majority of the publications are from China (550), 
followed by India (495) and the United States (316). 
Considering author affiliation, King Abdulaziz Uni-
versity produced the highest number of publications 
(36), followed closely by the Egyptian Knowledge 
Bank EKB (32) and Universidad de Salamanca (25). 
Notably, publications from the Queensland Univer-
sity of Technology (Scopus: 36.4, WoS: 28.0), the 
Chinese Academy of Sciences (Scopus: 25.2, WoS: 
45.3), and the King Abdulaziz University (Scopus: 
26.9, WoS: 29.2) have been cited most frequently. 
Compared to other institutions in the ranking, they 
have a notably high average citation count in both 
Scopus and the Web of Science databases.

In the ranking of most productive journals, Lec-
ture Notes in Computer Science Including Subseries 
Lecture Notes in Artificial Intelligence and Lecture 
Notes In Bioinformatics took the top spot (134 publi-
cations), followed by Advances in Intelligent Systems 

and Computing with 108 publications, and IEEE 
Access with 63 publications. However, the journals 
with the highest average citation count in each data-
base were IEEE Access (Scopus: 38.8, WoS: 26.6) and 
Sensors (Scopus: 32.9, WoS: 11.3).

The cumulative citation count for publications 
focusing on artificial intelligence in the context of 
smart cities amounted to 15665 in the Web of Science 
and 31783 in Scopus. Among the eleven most cited 
works, two were published in IEEE Access and Future 
Generation Computer Systems, while SN Computer 
Science, Cities, Advanced Materials, Proceedings — 
2015 IEEE International Conference on smart city, 
Healthcare, Computer Communications, and Sus-
tainable Cities and Society each contributed one. 
Notably, six of these top-cited works originated from 
the year 2020.

The most cited publication, with 619 citations in 
Scopus and 392 in the Web of Science, was by Fuller 
et al. (2020), “Digital Twin: Enabling Technologies, 
Challenges and Open Research”. Next was the article 
by Diro and Chilamkurti (2018), “Distributed Attack 
Detection Scheme using Deep Learning Approach 
for Internet of Things”, and the article by Allam and 
Dhunny (2019), “On Big Data, Artificial Intelligence 
and Smart Cities”. The total citation counts for these 
articles were somewhat lower than for the first, with 
Scopus counts of 537 and 456 and Web of Science 
counts of 402 and 305, respectively (Table 4).

In the context of the bibliometric analysis, key-
words recurrently associated with the subject of arti-
ficial intelligence in smart cities were extracted. The 
analytical process employed the use of VOSviewer 
software. The resulting collection consisted of 380 
words or phrases that occurred a minimum of five 
times in the keywords of the 3101 articles examined. 
This collection also included words synonymous with 
abbreviations or repetitions (i.e., “Internet of Things”, 
“internet-of-things”, “IoT”, “neural-network”, and 
“neural-networks”) and terms not intrinsically related 
to the central theme of analysis (such as “article”, 
“analysis”, “model”, “knowledge”, “literature review”). 
A thesaurus file was curated and deployed to systema-
tise the word set. Search keywords (e.g., “artificial 
intelligence”, “AI”, “smart city”, “smart cities”) were 
purposely excluded from this collection. The nomen-
clature of terms and abbreviations sharing similar 
meanings was standardised, and terms unrelated to 
the analysis were discarded. The refined collection 
included 166 keywords. The most prevalent terms 
and their interconnections are depicted in Fig. 3.
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Tab. 3. Most productive authors, organisations, countries and journals 

No. Item NP [%]
Average citation count

Scopus Web of Science

Authors
1. Yigitcanlar, T. 16 0.5 48.2 35.4
2. Mehmood, R. 14 0.5 51.9 143.5
3. Allam, Z. 12 0.4 113.3 63.2
4. Al-Turjman, F. 11 0.4 45.4 58.4
5. Park, J.H. 11 0.4 56.4 39.0
6. Corchado, J.M. 11 0.4 37.7 36.1
7. Chui, K.T. 9 0.3 28.9 38.5
8. Lytras, M.D. 9 0.3 26.3 36.0
9. Lv, Z. 8 0.3 25.5 19.4

10. Aloqaily, M. 8 0.3 25.6 17.8
Countries

1. China 550 17.7 10.8 15.0
2. India 495 16.0 8.2 12.5
3. United States 316 10.2 17.0 17.5
4. United Kingdom 201 6.5 19.5 18.7
5. Saudi Arabia 163 5.3 16.2 15.5
6. Italy 162 5.2 10.8 13.0
7. Spain 148 4.8 10.4 12.6
8. South Korea 126 4.1 17.9 17.1
9. Australia 114 3.7 40.9 24.9

10. Canada 94 3.0 14.8 14.1
Organisations

1. King Abdulaziz University 36 1.2 26.9 29.2
2. Egyptian Knowledge Bank EKB 32 1.0 N/A 6.6
3. Universidad de Salamanca 25 0.8 19.0 18.9
4. King Saud University 23 0.7 12.8 12.3
5. Amity University 22 0.7 5.7 12.3
6. Chinese Academy of Sciences 21 0.7 25.2 45.3
7. Queensland University of Technology 19 0.6 36.4 28.0
8. University of Ottawa 18 0.6 21.5 14.3
9. Wuhan University 18 0.6 8.1 4.5

10. Vellore Institute of Technology 17 0.5 16.7 12.6
11. Universidade do Minho 17 0.5 3.2 5.6
12. N8 Research Partnership 17 0.5 N/A 9.9

Journals

1.
Lecture Notes in Computer Science, Including 
Subseries Lecture Notes in Artificial Intelligence 
and Lecture Notes in Bioinformatics

134 4.3 6.5 1.8

2. Advances in Intelligent Systems and Computing 108 3.5 2.6 0.9
3. IEEE Access 63 2.0 38.8 26.6
4. ACM International Conference Proceeding Series 59 1.9 3.7 4.0
5. Sensors (Switzerland) 55 1.8 32.9 11.3
6. Sustainability (Switzerland) 53 1.7 18.6 13.7
7. Lecture Notes in Networks and Systems 50 1.6 1.0 0.1

8. Communications in Computer and Information 
Science 44 1.4 3.6 1.9

9.

MCCSIS 2018 Multi Conference on Computer Sci-
ence and Information Systems Proceedings of the 
International Conferences on Big Data Analytics 
Data Mining and Computational Intelligence 2018 
Theory and Practice in Modern Computing 2018 
and Connected Smart Cities 2018

33 1.1 0.4 N/A

10. Ceur Workshop Proceedings 30 1.0 1.0 1.0
11. Smart Cities 30 1.0 24.0 12.2

Note: NP — number of publications, [%] — percentage of the total number of publications (3101), N/A — not applicable. 

Source: elaborated by the authors based on the Scopus and Web of Science databases.
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Tab. 4. Most cited articles on artificial intelligence in the smart city area

No. Authors Article title Journal
Number of citations

Scopus Web of 
Science

1. (Fuller et al., 2020) Digital Twin: Enabling Technologies, 
Challenges and Open Research

IEEE Access 619 392

2.
(Diro & Chilamkurti, 2018) Distributed Attack Detection Scheme 

using Deep Learning Approach for 
Internet of Things

Future Generation 
Computer Systems

537 402

3. (Allam & Dhunny, 2019) On Big Data, Artificial Intelligence 
and Smart Cities

Cities 456 305

4.
(J. Shi et al., 2020) Smart Textile-Integrated Microelec-

tronic Systems for Wearable Ap-
plications

Advanced Materials 332 356

5.
(Sarker, 2021) Machine Learning: Algorithms, Real-

World Applications and Research 
Directions

SN Computer Science 710 N/A

6.
(Tian & Pan, 2015) Predicting Short-Term Traffic Flow by 

long Short-Term Memory Recurrent 
Neural Network

Proceedings - 2015 
IEEE International Con-
ference on Smart City

350 281

7.

(Allam & Jones, 2020) On the Coronavirus (Covid-19) Out-
break and the Smart City Network: 
Universal Data Sharing Standards 
Coupled with Artificial Intelligence 
(AI) to Benefit Urban Health Moni-
toring and Management

	

Healthcare

272 187

8. (Alam et al., 2017) Data Fusion and IoT for Smart Ubiq-
uitous Environments: A Survey

IEEE Access 254 195

9.
(Ullah et al., 2020) Applications of Artificial Intelligence 

and Machine Learning in Smart 
Cities

Computer  
Communications

271 176

10.
(S. K. Singh et al., 2020) BlockIoTIntelligence: A Blockchain-

enabled Intelligent IoT Architecture 
with Artificial Intelligence

Future Generation 
Computer Systems 

241 170

11.
(S. Singh et al., 2020) Convergence of Blockchain and 

Artificial Intelligence in IoT Network 
for the Sustainable Smart City

Sustainable Cities and 
Society 

240 153

Note: N/A — not applicable. 

Source: elaborated by the authors based on the Scopus and Web of Science databases.

To clearly present the obtained results, the co-
occurrence map was reduced to 86 keywords strictly 
linked to the area under investigation. Among the 
most frequent keywords related to artificial intelli-
gence in the context of a smart city are terms associ-
ated with technological aspects — Internet of Things 
(655), machine learning (408), big data (253), deep 
learning (207), cloud computing (121), blockchain 
(111). These are interconnected with artificial intelli-
gence and are closely linked with keywords identified 
in seven clusters, encompassing issues related to the 
development of a smart city. Within these individual 
clusters, the most frequently appearing keywords 
were safety — security (91) and privacy (54); energy 
— energy (69), smart grid (52); mobility — Intelligent 
Transport Systems (61) and traffic management (52); 

health — healthcare (52) and digital twin (49); living 
— smart building (41) and smart home (35); industry 
— industry 4.0 (42); pollution — smart waste man-
agement (21). The larger the circle in Fig. 6, the more 
often a given keyword occurs. It should also be high-
lighted that these terms exhibit the most connections 
to other terms.

An in-depth analysis of the most frequently 
occurring keywords allowed for identifying seven 
thematic clusters and linking them to the eight trans-
formative policies of the European Green Deal 
(EDG). In the context of smart city development, the 
European Green Deal strategy, implemented in 2020, 
plays a significant role. This strategy is the European 
Union’s plan to make the EU climate-neutral by 2050 
and to chart a course towards economic development 
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that does not increase the consumption of natural 
resources. The EGD is a key component of the cur-
rent European Commission’s strategy for the fulfil-
ment of the UN 2030 Agenda for Sustainable 
Development and the Sustainable Development 
Goals (United Nations, 2015). The European Green 
Deal serves as a blueprint, outlining the path towards 
a sustainable European economy. The primary target 
of the European Green Deal strategy is to achieve a 
minimum 55 % reduction in net greenhouse gas 
emissions by 2030, using 1990 levels as a benchmark, 
and to reach climate neutrality by 2050 (Communica-
tion …, 2019). The overarching aim of the European 
Green Deal strategy is to make sustainable develop-
ment and human well-being the cornerstone of eco-
nomic policy, positioning them as a crucial aspect of 
all policymaking decisions and ensuing actions 
(Amoroso et al., 2021; Szpilko & Ejdys, 2022). Due to 
the significant issue of implementing the European 
Green Deal in EU regions and cities, the identified 
subareas of artificial intelligence in smart cities were 
related to its policies (Table 5).

 

Fig. 3. Keyword co-occurrence map for artificial intelligence in smart cities 
Source: elaborated by the authors using VOSviewer software. 

 

The first cluster, “Safety”, primarily refers to areas 
in which the application of artificial intelligence can 
ensure safety in smart cities (e.g., privacy, public 
safety, security, cyber security, cyberattacks, data pri-
vacy, data protection, e-commerce, e-government, 
monitoring, open data, open government, smart 
environment, smart infrastructure, smart services, 
intrusion detection, anomaly detection, trust, ethics, 
human rights). This cluster is closely linked to the 
transformative policy of the European Green Deal, 
which involves, among other things, supplying clean, 
affordable and secure energy and mobilising industry 
for a clean and circular economy. It is also related to 
zero pollution and striving for a toxin-free environ-
ment.

The second cluster, “Living”, focuses on ensuring 
the highest possible standard of living for residents in 
smart cities through the use of artificial intelligence. 
It includes keywords such as quality of life, sharing 
economy, smart city 5.0, smart community, smart 
education, smart government, smart home, air qual-
ity, smart building, disaster management, society 5.0, 
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Fig. 4. Thematic clusters of artificial intelligence in smart cities 
Source: elaborated by the authors using VOSviewer software. 
 cluster is closely linked to the transformative policy of 

the European Green Deal aimed at providing clean, 
affordable, and secure energy.

The fifth cluster, “Health”, is oriented towards 
providing solutions that use artificial intelligence to 
support residents of smart cities in caring for their 
health. It is represented by keywords: smart health, 
healthcare, medical services, digital twin, health 
monitoring, pandemic. Within the EGD, these topics 
partially refer to the objective of designing a fair, 
healthy and environmentally friendly food system.

The sixth cluster, “Pollution”, includes keywords 
related to various pollutants, especially air pollution 
and waste management (air pollution, climate change, 
smart waste management). This is closely linked to 
the goal of zero pollution and a toxin-free environ-
ment set out in the EGD.

The last cluster, “Industry”, is represented by 
keywords such as circular economy, digital economy, 
industry 4.0, RFID, and smart manufacturing. It 
focuses on Industry 4.0 based on artificial intelligence 
and simultaneously environmentally friendly pro-
duction. It appears to be an emerging research area 
hitherto poorly recognised in the literature. It is 

sustainable, urban policy, and well-being. This cluster 
is linked to the EGD, which focuses on building and 
renovation in an energy and resource-efficient way. 
Striving to provide comfortable living conditions in 
smart cities also refers to the protection and restora-
tion of ecosystems and biodiversity, which are also 
subject to EGD transformation policy.

The third cluster, “Mobility”, relates to the devel-
opment of innovative vehicles to enable the most 
efficient mobility while reducing CO2 emissions. It is 
associated with the following keywords: vehicle, 
autonomous vehicle, electric vehicle, ICT, intelligent 
transport system, smart mobility, smart parking, 
smart transport, traffic management, transportation, 
autonomous air vehicles, unmanned aerial vehicles, 
drones, and smart devices. This cluster is closely 
linked to the transformative policy of the European 
Green Deal in terms of transitioning to sustainable 
and smart mobility.

The fourth cluster, “Energy”, primarily refers to 
technological solutions using AI that enable efficient 
and safe energy supply and storage, including from 
renewable sources (e.g., energy, renewable energy, 
smart energy, sustainable energy, smart grid). This 
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Tab. 5. Sub-areas of artificial intelligence in smart city research in the context of European Green Deal policies

no. Cluster name General 
words Words Transformative policies of the European 

Green Deal

1.

Safety 

Internet 
of Things, 
machine 
learning, 
big data, 
deep learn-
ing, block-
chain, cloud 
computing

privacy, public safety, quality of 
service, safety, security, cyber se-
curity, cyberattacks, data privacy, 
data protection, e-commerce, 
e-government, monitoring, open 
data, open government, smart 
environment, smart infrastruc-
ture, smart services, intrusion 
detection, anomaly detection, 
ubiquitous computing, 5G, 6G, 
BIM, education, trust, ethics, 
human rights

2. Supplying clean, affordable 
and secure energy

3. Mobilising industry for  
a clean and circular economy

8. A zero pollution ambition for 
a toxic-free environment

1. Increasing 
the EU’s climate 
ambition for 
2030 and 2050

2.

Living quality of life, sharing economy, 
smart campus, smart city 5.0, 
smart community, smart educa-
tion, smart government, smart 
home, smart tourism, air quality, 
ambient assisted living, smart 
building, disaster management, 
GIS, social media, society 5.0, 
sustainable, urban policy, well-
being

2. Supplying clean, affordable 
and secure energy

4. Building and renovating in an 
energy and resource-efficient 
way

3.

Mobility mobility, vehicle, autonomous 
vehicle, electric vehicle, ICT, in-
telligent transport system, smart 
mobility, smart parking, smart 
transport, traffic management, 
transportation, autonomous air 
vehicles, unmanned aerial ve-
hicle, drones, smart devices

5. Accelerating the shift to sus-
tainable and smart mobility

4.

Energy energy, renewable energy, smart 
energy, sustainable energy, smart 
grid

4. Building and renovating in an 
energy and resource-efficient 
way

5.

Health smart health, healthcare, medi-
cal services, digital twin, health 
monitoring, pandemic

6. From ‘Farm to Fork’: design-
ing a fair, healthy and environ-
mentally-friendly food system

6.

Pollution air pollution, climate change, 
smart waste management

8. A zero pollution ambition for 
a toxic-free environment

7. Preserving and restoring 
ecosystems and biodiversity

7.

Industry circular economy, digital econ-
omy, industry 4.0, RFID, smart 
manufacturing

3. Mobilising industry for a 
clean and circular economy

closely linked to the EGD goal of mobilising industry 
for a clean and circular economy. It should also be 
noted that all the mentioned clusters directly or indi-
rectly also refer to achieving the EU’s climate goals for 
2030 and 2050.

The application of solutions using artificial intel-
ligence technologies can significantly improve the 
issue of implementing the European Green Deal 
assumptions in smart cities.
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4. Discussion of results

The bibliometric analysis facilitated the identifi-
cation of seven thematic domains within international 
research in connection with artificial intelligence in 
smart cities. These span a diverse range of subjects, 
including primarily computer science, engineering 
and social sciences.

4.1. Safety

Artificial intelligence has emerged as a trans-
formative tool, reshaping the concept and construc-
tion of smart cities by enhancing efficiency, 
accessibility, and quality of life in urban areas (Braun 
et al., 2018). It is recognised as a crucial instrument in 
redefining the realms of safety, security, and privacy 
within these complex urban ecosystems (Allam  
& Dhunny, 2019; Ullah et al., 2020).

Within the spheres of safety and security, AI has 
found a range of applications, from traffic manage-
ment to healthcare and city-wide surveillance (Allam 
& Jones, 2020; Shi et al., 2020; Ullah et al., 2020; 
Badura, 2017). Technologies, such as Smart Textile-
Integrated Microelectronic Systems (STIMES)  
and Intelligent Transportation Systems (ITSs),  
have utilised AI to optimise safety protocols and 
enhance service quality (Shi et al., 2020; Ullah et al., 
2020). AI and machine learning strategies have been 
employed to enhance health service delivery in  
the healthcare sector, proving advantageous for urban 
inhabitants and city management (Ullah et al., 2020).

Despite these advancements, the considerable 
influx of data facilitated by the Internet of Things 
introduces significant security and privacy chal-
lenges. Issues of centralisation and resource con-
straints present notable hurdles for AI-driven systems 
(Singh et al., 2020). With its decentralised architec-
ture, the deployment of blockchain has been proposed 
as a solution to mitigate these problems (K. Singh et 
al., 2020; S. Singh et al., 2020; Łasak & Wyciślak, 
2023).

Furthermore, federated learning, a distributed 
collaborative AI approach, enables AI training on 
distributed IoT devices without data sharing, thereby 
enhancing data security and privacy (Nguyen et al., 
2021; Lv et al., 2021).

Additionally, the convergence of AI and block-
chain in smart cities introduces new security chal-
lenges, necessitating further investigation (S. Singh et 

al., 2020). For example, the widespread implementa-
tion of IoT, coupled with evolving cyber threats, 
demands more dynamic and adaptive security meas-
ures (Sarker et al., 2022). Innovative approaches such 
as Holistic Big Data Integrated Artificial Intelligence 
Modelling (HBDIAIM) aim to address these issues by 
optimising the scalability and privacy of smart city 
data management interfaces (Chen et al., 2021).

Preserving privacy, particularly in high-dimen-
sional data collected by IoT devices, poses a signifi-
cant challenge (Braun et al., 2018). Encrypted data 
storage on cloud platforms (Anuradha et al., 2021) 
has been suggested as a solution to this issue, offering 
secure, remote access to data such as healthcare 
records. Federated learning approaches can also alle-
viate these privacy concerns by enabling model train-
ing on locally stored data (Liu, Huang et al., 2020).

AI applications also need to consider cultural, 
metabolic, and governance aspects, necessitating a 
delicate balance between technological utilisation for 
economic growth and the maintenance of urban liv-
ability (Allam & Dhunny, 2019). Global approaches 
to AI application control have varied, ranging from a 
human-centric approach in Western democracies to a 
techno-centric approach in places like China (Kum-
mitha, 2020).

4.2. Living

The growing trend of urbanisation worldwide 
has put a tremendous strain on the daily lives of citi-
zens, necessitating solutions to issues such as envi-
ronmental pollution, public security, and congestion. 
Smart cities, utilising novel technologies and con-
cepts, aim to create more efficient, technologically 
advanced, and socially inclusive urban environments, 
which could potentially alleviate these burdens (Ati-
tallah et al., 2020; Ghazal et al., 2021). The integration 
of artificial intelligence and the Internet of Things 
into these urban environments plays a pivotal role in 
this process. 

These technologies generate substantial data, 
which, upon analysis, provide invaluable insights to 
enhance the quality of urban life (Atitallah et al., 
2020; Ghazal et al., 2021; Skouby & Lynggaard, 2014; 
Rahman et al., 2023; Gams et al., 2019). The revolu-
tionary progress of AI, driven by advancements in 5G 
technology, cloud computing, and ICT, forms the 
foundation for seamless service delivery and the 
management of interconnected infrastructures, 
including smart homes (Skouby & Lynggaard, 2014; 
Gams et al., 2019).
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The smart home concept, a vital element of smart 
cities, has significantly enhanced urban living through 
the integration of various technological advance-
ments, such as AI, big data, mobile networks, and 
cloud computing (Li et al., 2022; Shi et al., 2022; Khoa 
et al., 2020). Such advancements serve as prime 
examples of the pivotal role AI-powered IoT plays in 
addressing contemporary societal challenges, like the 
COVID-19 pandemic, where SDL-based smart health 
diagnosis systems have been effectively utilised 
(Shankar et al., 2021). Similarly, AIoT systems have 
substantially improved safety and air quality moni-
toring in smart homes, offering potential advance-
ments in hazard detection (Chang et al., 2020).

AI applications in smart cities have also expanded 
to include emotion-guided interaction architectures, 
enabling enhanced human–machine interaction 
while addressing issues such as handling information 
redundancy in the collected spatiotemporal environ-
ment data (Jiang et al., 2020). Nevertheless, despite 
the promises, concerns about security and privacy 
remain paramount, necessitating robust security 
measures and cautious information handling (Khoa 
et al., 2020; Wu et al., 2023; Braun et al., 2018). 

The impact of AI extends beyond smart homes, 
influencing broader domains, including mobility, 
logistics, energy, healthcare, and environmental man-
agement (Frey et al., 2022; Chang et al., 2020; López-
Blanco et al., 2023; Zhi-Xian & Zhang, 2022; Hu et al., 
2021; Alsamhi et al., 2019). A prime example of AI 
integration in urban development is the living lab 
concept, like the Bauhaus.MobilityLab, which facili-
tates data processing, analytics, and forecasting for 
innovative service development (Frey et al., 2022). 
Moreover, environmental forecasting and urban 
planning reap significant benefits from AI and IoT 
combined with big data, enabling the development of 
future environmental scenarios (López-Blanco et al., 
2023).

However, despite these significant advancements, 
challenges persist. Concerns regarding privacy pres-
ervation, network security, and trustworthy data-
sharing practices are of utmost importance (Braun et 
al., 2018). Additionally, social and juristic challenges 
emerge when individual interests conflict with oth-
ers, highlighting the necessity for constructive guide-
lines (Perc et al., 2019).

4.3. Mobility

Artificial intelligence and other digital technolo-
gies have been instrumental in shaping mobility 

within the landscape of smart cities, leading to sig-
nificant advancements in transportation and sustain-
ability (Ortega-Fernández et al., 2020; Kuźmicz et al., 
2022). Implementing AI into various mobility appli-
cations has transformed conventional transportation 
paradigms, prompting further research into this 
domain.

A pivotal component of this transformation is 
the utilisation of autonomous vehicles. Enabled by AI 
and big data analytics, AVs have revolutionised urban 
mobility, reducing travel times and increasing effi-
ciency. Network calculus (NC) has been proposed to 
further optimise the Avs’ performance by modelling 
queueing networks, thereby improving the user expe-
rience (Cui et al., 2019). Simultaneously, cybersecu-
rity measures, such as blockchain technology and 
intelligent sensing, are vital for ensuring the safety 
and reliability of these systems (Reebadiya et al., 
2021). Furthermore, AI-driven sensor information 
fusion systems have enhanced understanding of citi-
zens’ mobility patterns, contributing to the develop-
ment of improved transportation models (Leung et 
al., 2019; Ejdys & Gulc, 2020; Szpilko et al., 2023).

Electric vehicles also represent a significant com-
mitment to eco-friendly initiatives and the smart city 
concept, with AI facilitating the management of 
power within vehicles to optimise energy usage 
(Aymen & Mahmoudi, 2019). This approach includes 
collecting and processing data on road conditions 
and vehicle status.

Moreover, unmanned aerial vehicles have shown 
promise in various applications, such as wireless 
coverage and aerial surveillance, with AI and machine 
learning techniques contributing to their efficiency 
(Ullah et al., 2020). The growth of the Internet of 
Things, in conjunction with AI, has been significant 
in promoting sustainable transitions towards more 
efficient paradigms in smart city mobility (Nikitas et 
al., 2020). This integration involves addressing several 
security challenges (Kim et al., 2021).

An interesting development within this context is 
the proposition of Autonomous Shuttles (AS) for 
efficient delivery of goods and last-mile mobility ser-
vices. The Autonomous Shuttles-as-a-Service (ASaaS) 
concept, coupled with machine learning techniques 
for mobility planning and journey tracking certifica-
tion via AI and blockchain, offers a comprehensive 
solution for enhancing proximity mobility (Bucchiar-
one et al., 2021).

Beyond this, Fully Autonomous Ground Vehicles 
(FAGVs) present an exciting future for smart city 
development, with real-time data analytics enabling 
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these vehicles to integrate seamlessly with other smart 
city components, thereby optimising urban environ-
ments and promoting sustainable development 
(Kuru, 2021).

These developments in mobility have been influ-
enced by various factors, including social attitudes, 
technological innovation, urban politics, and even 
significant global events such as the COVID-19 pan-
demic, which has prompted a transformation towards 
sustainability and smart growth (Kakderi et al., 2021). 
The introduction of concepts like Mobility-as-a-Ser-
vice (MaaS), traffic flow optimisation, and reduction 
in traffic congestion, all underpinned by technologies 
such as AI, blockchain, and big data, are set to further 
revolutionise urban environments (Tian & Pan, 2015; 
Paiva et al., 2021; Wu, 2021).

4.4. Energy

Artificial intelligence continues to exert a trans-
formative influence on smart city development.  
A major challenge for these cities is energy manage-
ment, which necessitates the employment of modern 
technologies for optimal efficiency (Abbas et al., 
2020; Kozłowska et al., 2023). Given the complexity 
and vital role of energy systems, AI and machine 
learning, in conjunction with the Internet of Things, 
have emerged as indispensable tools.

AI models, especially those based on artificial 
neural networks (ANNs) and meta-heuristic algo-
rithms, have been introduced for forecasting and 
optimising the heating load of buildings’ energy effi-
ciency (Le et al., 2019). These innovative approaches 
contribute significantly to managing and optimising 
energy usage in buildings, accounting for a consider-
able proportion of global final energy demand 
(Vázquez-Canteli et al., 2019; Wu & Chu, 2021). 
Machine learning algorithms, particularly deep  
reinforcement learning, are central to this process, 
fostering adaptive and automated energy controllers 
for energy savings and demand response (Le et al., 
2019).

AI’s role extends to promoting energy sustaina-
bility, a pivotal aspect of urban development. AI-
enabled solutions, such as smart metering and 
non-intrusive load monitoring (NILM), along with 
hybrid algorithms like GA-SVM-MKL, are reshaping 
energy management, enhancing sustainability, and 
adding a novel dimension to the discourse on energy 
utilisation (Chui et al., 2018). AI, along with IoT and 
big data analytics, has been recognised as a potential 
tool for intelligently prioritising data, thereby foster-

ing more energy-efficient and greener smart cities 
(Muhammad et al., 2019).

AI also assists in renewable energy adoption 
within the context of smart cities. AI tools like ANN 
and statistical analysis have accurately predicted 
electrical energy consumption while promoting 
renewable energy generation (Ghadami et al., 2021; 
Serban & Lytras, 2020).

Moreover, AI contributes to energy consumption 
prediction and integrated local energy systems 
(ILES). For instance, the implementation of hybrid 
networks, such as the “DB-Net”, which integrates a 
dilated convolutional neural network (DCNN) with 
bidirectional long short-term memory (BiLSTM), 
has enhanced predictive performance for long- and 
short-term energy consumption prediction (Khan et 
al., 2021). Additionally, AI’s integration with emerg-
ing technologies like electric vehicles optimises 
energy use in smart cities (Aymen & Mahmoudi, 
2019).

Finally, AI is instrumental in short-term photo-
voltaic (PV) energy generation forecasting (Zhou et 
al., 2021), optimising energy consumption in infra-
structures like Automated Vacuum Waste Collection 
(AVWC) systems (Fernández et al., 2014), supporting 
intelligent building energy management systems 
(BEMSs) (Park et al., 2020), and enhancing the effi-
ciency of critical urban infrastructure sectors, such as 
sewage treatment and waste management systems 
(Gaska & Generowicz, 2020).

In conclusion, AI is profoundly influencing the 
energy sector within smart cities, transforming 
energy use, improving energy forecasts, and enhanc-
ing urban infrastructure operations. As AI and big 
data technologies continue to evolve, the need for 
standardised regulations regarding their energy effi-
ciency becomes increasingly important (Anthopou-
los & Kazantzi, 2022). Future research and 
development should address this challenge, ensuring 
the sustainable growth of these promising technolo-
gies.

4.5. Health

The convergence of healthcare and AI within the 
context of smart cities marks a pivotal juncture in the 
evolution of health services delivery. This marriage of 
disciplines holds transformative potential for enhanc-
ing well-being, refining healthcare management pro-
cesses, and strengthening disease control mechanisms 
(Laamarti et al., 2020; Kamel Boulos et al., 2019; 
Dong & Yao, 2021).
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One of the prime developments within this con-
text is the advent of Digital Twin technology  
(Fuller et al., 2020), which involves creating digital 
replicas of living entities. The use of the ISO/IEEE 
11073 standardised framework in this regard  
allows for the collection, analysis, and feedback  
generation from personal health data accrued from 
both compliant and non-compliant devices (Laamarti 
et al., 2020). Additionally, the confluence of  
GeoAI, the integration of geographic information 
systems and AI, underscores the significance of loca-
tion-specific factors in both population and  
individual health, thus expanding the scope of AI 
application within healthcare (Kamel Boulos et al., 
2019).

The recent COVID-19 pandemic has further 
magnified the transformative potential of digital 
solutions within healthcare, paving the way for data-
driven smart city models (Hantrais et al., 2021; Dong 
& Yao, 2021; Allam & Jones, 2020). The effectiveness 
of AI in managing health emergencies is evident from 
the different approaches adopted by governments 
during the COVID-19 pandemic. While Chinese cit-
ies and the government used a techno-driven 
approach, Western governments adopted a human-
driven approach to control the transmission of the 
virus. The analysis suggests that while the techno-
driven approach may be more efficient in identifying 
and isolating infected individuals, it may also sup-
press and censor citizens’ views. Therefore, under-
standing the human–technology relationship is 
critical in managing virus transmissions during pan-
demics (Kummitha, 2020).

One of the technologies that have received atten-
tion in the healthcare sector is blockchain, which 
offers solutions for securing patient and provider 
identities, managing pharmaceutical and medical 
device supply chains, clinical research and data mon-
etisation, medical fraud detection, and public health 
surveillance (Boulos et al., 2018). Coupling block-
chain technologies with AI may enhance their power 
and robustness, leading to more effective healthcare 
solutions in smart cities.

Healthcare delivery has further been enriched 
through the integration of telemedicine, telecare, and 
AI within smart home systems, thereby improving 
the quality and efficiency of care (Khatoon et al., 
2019). Alongside these advancements, the incorpora-
tion of cloud computing and deep learning technolo-
gies has enabled accurate prediction of diseases based 
on data collected from IoT sensors embedded within 
human bodies (Anuradha et al., 2021).

Despite the numerous benefits, several chal-
lenges, including privacy and security issues, data 
handling, and algorithm optimisation, remain and 
must be addressed to harness the full potential of AI 
within the healthcare sector (Laamarti et al., 2020; 
Kamel Boulos et al., 2019; Gad, 2022; Hantrais et al., 
2021; Dong & Yao, 2021; Zheng et al., 2022).

The AI technologies, such as deep learning, 
machine learning, Internet of Things, mobile com-
puting, big data, blockchain, and advanced network 
systems, are predicted to play a significant role in 
future smart cities (Javed et al., 2022; Ullah et al., 
2020). The amalgamation of AI with big data analyt-
ics further enhances the precision of future action 
plans and improves decision-making strategies 
(Hariri et al., 2019). Despite the wide array of applica-
tions of AI in healthcare, the black-box nature of AI 
inhibits its widespread acceptance, which necessitates 
the development of explainable artificial intelligence 
(XAI) techniques (Loh et al., 2022).

4.6. Pollution

Environmental pollution is one of the major 
challenges of urban growth, manifesting in multiple 
forms, such as air, noise, and waste pollution. This 
pollution, arising from industrial and transportation 
activities, exacerbates the stress experienced by urban 
inhabitants (Kaginalkar et al., 2021; Liu et al., 2020; 
Navarro-Espinoza et al., 2022). AI, IoT, big data, 
smartphones, and cloud computing offer promising 
solutions to manage and mitigate these pollution 
types, thus enhancing urban mobility and quality of 
life (Kaginalkar et al., 2021; Liu et al., 2020; Bucchiar-
one et al., 2021; Garcia-Retuerta et al., 2021).

The introduction of predictive and preventative 
measures has introduced a novel approach to combat 
pollution. Specifically, deep learning models have 
demonstrated efficacy in predicting traffic flow at 
intersections, enabling adaptive traffic control and, 
consequently, reducing pollution resulting from traf-
fic congestion (Tian & Pan, 2015; Navarro-Espinoza 
et al., 2022; Yuan et al., 2022). Likewise, IoT devices 
like drones have been deployed for environmental 
surveillance, contributing to pollution monitoring 
and management (Gohari et al., 2022).

Regarding waste management, AI and IoT tech-
nologies hold immense potential. They can optimise 
waste collection, mitigate overflows, and enhance 
recycling processes, leading to a cleaner urban envi-
ronment (Ghazal et al., 2021). For instance, smart 
bins providing real-time data about their status can 
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significantly improve waste collection efficiency 
(Abuga & Raghava, 2021). Furthermore, AI’s imple-
mentation in waste management allows for predictive 
analysis, enabling cities to anticipate and effectively 
plan for waste accumulation and disposal (Gaska & 
Generowicz, 2020).

Nonetheless, the adoption of these advanced 
technologies faces challenges, including inadequate 
infrastructure, insufficient funding, cybersecurity 
risks, and a general lack of trust in these technologies 
(Wang et al., 2021). Understanding and addressing 
these challenges are crucial to realising the full poten-
tial of AI and IoT in developing sustainable smart 
cities (Rani et al., 2021).

4.7. Industry

Artificial intelligence, in conjunction with other 
modern technologies, is undoubtedly reshaping vari-
ous sectors in smart cities. However, the transition to 
Industry 4.0 is not without its challenges, particularly 
concerning cloud-based data storage, computation, 
and communication. Concerns have arisen due to 
problems such as transmission delay, single points of 
failure, and privacy disclosure. As a potential solu-
tion, blockchain technology has been suggested with 
its decentralised, tamper-proof, and transparent 
nature, and it is expected to work alongside AI and 
5G to overcome these challenges (Chen et al., 2022).

In the manufacturing sector, AI has played a 
pivotal role in the development of intelligent systems, 
enhancing decision-making and increasing flexibility 
in physical processes to meet the dynamic global 
market demands (Espina-Romero et al., 2023).

During the era of Industry 4.0 and smart city 
paradigms, the synergistic application of AI and IoT 
has proven to be highly effective in monitoring and 
tracking water consumption, achieving an impressive 
recognition rate of approx. 98 % (Ktari et al., 2022). 
Additionally, in the hospitality sector, AI-enabled 
robots are being deployed to provide personalised 
services and facilitate seamless guest experiences 
(Gupta et al., 2022). Notably, these technologies have 
had a significant impact on the hotel industry by 
improving service quality and minimising opera-
tional costs (Khan et al., 2017; Nam et al., 2021).

Digital Twin technology, recognised as one of the 
top ten strategic technology trends by Gartner Inc. in 
2017, has been integrated into manufacturing and the 
Industrial Internet of Things. The combination of AI, 
machine learning, deep learning, and big data within 
the Industry 4.0 paradigm has facilitated this integra-

tion, enabling predictive analysis of potential issues, 
thus preventing downtime and fostering new oppor-
tunities (Augustine, 2020).

Furthermore, the transition from Industry 4.0 to 
Industry 5.0 has witnessed an increased adoption of 
metaverse technology, promoting responsible digital 
transformation. However, this transition is not with-
out challenges, including potential job losses due to 
automation, increased energy consumption, and the 
ongoing financial commitments required by AI sys-
tems. Therefore, sustainable practices and responsible 
digitisation must play a central role in managing 
these challenges (De Giovanni, 2023).

Industry 5.0 signifies a paradigm shift, emphasis-
ing collaboration between humans and machines to 
enhance customer satisfaction. This shift involves the 
utilisation of advanced technologies, such as big data 
analytics, IoT, collaborative robots, blockchain, digi-
tal twins, and future 6G systems (Adel, 2022). In the 
transition to a circular economy (CE), the construc-
tion industry is notably leveraging these digital tech-
nologies for asset tracking, performance optimisation, 
and increased salvage value, ultimately contributing 
to a more sustainable industry (Elghaish et al., 2022). 

Finally, it is crucial to acknowledge that this 
increased reliance on AI demands a better under-
standing and management of potential environmen-
tal, social, and economic impacts. Combining tools 
such as Life Cycle Assessment (LCA) with AI and 
machine learning can help anticipate uncertainties in 
the early stages of design, thereby contributing to the 
comprehensive performance assessment of smart cit-
ies (Ragab et al., 2023).

Conclusions

The transformative influence of artificial intelli-
gence within the context of smart cities is undeniable. 
AI has permeated various sectors, catalysed by com-
plementary technologies, such as the Internet of 
Things, blockchain, machine learning, deep learning, 
and federated learning. These benefits include 
enhanced efficiency, accessibility, and an improved 
quality of life in urban areas. However, the amalga-
mation of these advancements brings forth a plethora 
of new challenges that warrant further research and 
investigation.

Foremost among these challenges is the issue of 
data security and privacy. The ubiquitous integration 
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of IoT technologies amplifies the volume of generated 
data, leading to significant security and privacy con-
cerns (S. K. Singh et al., 2020). These concerns often 
stem from centralisation and resource constraints, 
necessitating innovative solutions such as deploying 
blockchain and federated learning.

Within urban mobility, AI and digital technolo-
gies have revolutionised the landscape, bringing for-
ward innovations such as AVs, EVs, and UAVs. 
Specifically, the application of AI for mobility plan-
ning and journey tracking certification via AI and 
blockchain, along with concepts like Mobility-as-a-
Service, form promising areas of exploration. How-
ever, these advancements are not devoid of security 
challenges, highlighting the need for further research 
in this domain (Kim et al., 2021).

AI’s transformative impact extends into the 
energy sector, where intelligent solutions reshape 
energy management and sustainability practices. The 
role of AI in promoting renewable energy adoption, 
forecasting energy consumption, and developing 
Integrated Local Energy Systems is increasingly pro-
nounced (Ghadami et al., 2021; Le et al., 2019; Khan 
et al., 2021). This evolution necessitates standardised 
regulations regarding energy efficiency as AI and big 
data technologies advance, signifying another area 
ripe for future research (Anthopoulos & Kazantzi, 
2022).

In the health sector, advancements such as Digi-
tal Twin technology and the integration of GeoAI 
provide opportunities for location-specific health 
interventions (Laamarti et al., 2020; Kamel Boulos et 
al., 2019). However, optimising data handling, 
addressing privacy and security concerns, and 
improving data sharing protocols require further 
research. The ethical and societal implications of 
these applications should also be studied to under-
stand their potential impacts on citizens’ rights and 
trust (Kummitha, 2020).

With regard to environmental management, AI 
can contribute to mitigating urban growth challenges 
such as pollution through applications like traffic flow 
prediction and optimised waste management sys-
tems. However, the adoption of these technologies is 
not without its challenges, including infrastructure 
development, funding, and cybersecurity risks, 
pointing towards the need for further research (Wang 
et al., 2021; Rani et al., 2021).

Finally, the industrial sector, transitioning 
towards Industry 4.0 and 5.0, heavily depends on AI 
and blockchain technologies. The potential for job 
losses due to automation, increased energy consump-

tion, and the financial commitments required by AI 
systems are challenges that need to be addressed, 
advocating for further research into sustainable prac-
tices and responsible digitisation (De Giovanni, 
2023).

In conclusion, while the integration of AI in 
smart cities holds promising potential for transform-
ing urban life, it is also accompanied by a series of 
challenges related to data security, privacy, and regu-
latory compliance. Future research needs to grapple 
with these issues to unlock the full potential of AI and 
facilitate sustainable growth and advancement of 
these technologies.
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