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Abstract: The escalating complexity of cyber attacks demands innovative intrusion detection systems 
(IDS) to safeguard critical assets and data. The study aims to explore the potential of Artificial 
Intelligence (AI) in enhancing the IDS's ability to identify and classify network traffic and detect 
anomalous behavior. The paper offers a concise overview of IDS and AI and examines the existing 
literature on the subject, highlighting the significance of integrating advanced language models for 
cybersecurity enhancement. The research outlines the methodology employed to assess the efficacy of 
AI within IDS. Furthermore, the study considers key performance metrics such as detection accuracy, 
false positive rate, and response time to ensure a comprehensive evaluation. Findings indicate that AI 
is a valuable asset in enhancing the accuracy of AI for detecting and responding to cyber attacks. 
Nonetheless, the study also brings to light certain limitations and challenges associated with 
incorporating AI into IDS, such as computational complexity and potential biases in training data. 
This research emphasizes the potential of advanced language models like ChatGPT in augmenting 
cybersecurity solutions and offers insights into overcoming associated challenges for a more robust 
and effective defense against sophisticated cyber attacks. 
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1. Introduction 
Intrusion Detection Systems (IDS) serve as 
vital security safeguards, shielding 
network infrastructures from cyber attacks 
by identifying unauthorized access and 
harmful actions. Since their emergence in 
the mid-80s, they have undergone 
substantial advancements to stay on par 
with the growing complexity of computer-
related crimes [1]. IDS can be categorized 
into network intrusion detection (NIDS) 
and prevention (IPS) systems, which 
analyze network traffic for signs of 
malicious activity using signature and 
statistical anomaly detection as well as 
heuristic behavioral analysis [2]. Such 
systems have the capability to identify and 
potentially avert attacks and malicious 

actions that conventional security measures 
like firewalls may miss [3].  
The need for improved accuracy in 
detecting and responding to cyber attacks 
is paramount due to the growing number of 
advanced threats that can compromise the 
confidentiality, integrity, and availability 
of network systems. According to 
Pietraszek's estimation, nearly 99% of the 
intrusion detection alerts are unrelated to 
cybersecurity concerns, as there are only 
slight discrepancies observed between 
regular and malevolent activities [4]. 
Researchers have proposed various 
techniques to enhance IDS capabilities, 
such as using fuzzy logic [1], neural 
networks (NNs), and support vector 
machines (SVMs) [2]. These approaches 
have shown promise in reducing false 
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positives and improving detection rates for 
different types of attacks, including 
Distributed Denial of Service (DDoS) 
attacks [2]. 
The potential of ChatGPT or similar AI 
models to enhance IDS capabilities is an 
area of interest as these models can 
leverage natural language processing and 
machine learning techniques to understand 
complex patterns and behaviors in network 
traffic. By integrating AI models into IDS, 
it may be possible to improve the detection 
of sophisticated attacks, reduce false 
positives, and enable more efficient 
response mechanisms. By using ChatGPT 
or similar AI models, IDS can  improve the 
detection of sophisticated attacks, reduce 
false positives, and enable more efficient 
response mechanisms. This paper explores 
the potential of ChatGPT to improve the 
accuracy of IDS and enhance their 
capabilities for cybersecurity. 
 
2. Background 
IDS have been an essential component of 
cybersecurity since the late 1980s. Since 
then, the field has evolved rapidly in 
response to the growing complexity and 
variety of cyber threats. Early intrusion 
detection systems were primarily focused 
on securing large, centralized mainframe 
systems; however, as computer networks 
became more widespread, IDS expanded to 
protect these increasingly interconnected 
systems.  
2.1 Traditional Methods of Intrusion 
Detection Systems 
Traditional IDS consist of signature-based 
detection (SD), anomaly based detection 
(AD) [5]. Signature Detection (SD) is a 
method of identifying patterns or 
sequences in network traffic that match 
pre-identified attack signatures. This 
technique is highly effective in detecting 
known attacks and results in a low false 
positive rate for such incidents [5]. 
However, it may not be able to detect 
emerging or unknown threats, which is a 
limitation of this approach. Moreover, the 
signature database needs to be updated 

continuously to ensure the SD system's 
efficiency.  
Anomaly-based Detection (AD) is a 
technique that observes network traffic for 
deviations from regular behavior, which 
could indicate a potential attack [5]. AD 
employs machine learning algorithms, 
statistical analysis, or other methods to 
establish a standard baseline of normal 
behavior and identify anomalies. This 
approach has the ability to detect unknown 
or novel attacks and is adaptable to 
evolving network behavior. However, AD 
has a higher false positive rate compared to 
Signature Detection (SD), and it requires a 
training period to establish the baseline of 
normal behavior. A hybrid approach can 
be used to address the high false positive 
and low false negative rates associated 
with AD. 
2.2 Limitations of Traditional Methods 
in the Face of Evolving Cyber Threats 
Traditional intrusion detection methods 
have served as the backbone of 
cybersecurity for decades, but their 
effectiveness has diminished in the face of 
rapidly evolving and increasingly 
sophisticated cyber threats such as AI 
generated attacks [12]. Signature-based 
detection relies on a database of known 
threats, which requires constant updates to 
remain effective. As new threats emerge, 
traditional IDS may struggle to keep pace, 
leaving systems vulnerable to novel 
attacks. Anomaly-based detection methods 
are prone to false positives, as benign 
activities that deviate from the norm can 
trigger alerts. This can lead to an 
overwhelming number of alerts, which can 
distract security personnel and reduce 
overall efficiency. Traditional methods 
also face scalability issues. As networks 
and systems grow in size and complexity, 
traditional IDS may struggle to scale and 
maintain performance. This can result in 
slower detection and response times, which 
can be exploited by attackers. 
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3. Overview of AI-based IDS 
Intrusion Detection Systems (IDS) are 
essential components of modern network 
security infrastructure, designed to detect 
and prevent unauthorized access, misuse, 
and attacks on computer systems and 
networks [13]. Traditional IDS rely on 
signature-based and rule-based methods to 
detect known threats. However, as the cyber 
threat landscape evolves, it is becoming 
increasingly difficult for these traditional 
approaches to keep up with the rapid 
proliferation of sophisticated and novel 
attack techniques [14]. Artificial Intelligence 
(AI)-based IDS, which leverage machine 
learning and other AI techniques, have 
emerged as a promising solution to address 
these challenges, offering significant 
advantages over traditional methods in terms 
of adaptability, pattern recognition, and real-
time detection and response capabilities [13]. 
3.1 Advantages of AI-based IDS over 
Traditional Methods 
One of the key advantages of AI-based 
IDS is their inherent adaptability. While 
traditional IDS rely on a fixed set of 
signatures and rules to detect known 
threats, AI-based IDS can learn and adapt 
to new threats and the changing network 
behavior over time. This enables them to 
detect previously unseen attacks and 
anomalies, offering a more robust and 
proactive defense against ever-evolving 
cyber threats. 
3.2 Pattern Recognition 
Another advantage of AI-based IDS is 
their ability to recognize patterns in large 
volumes of network data. By using 
machine learning algorithms, these 
systems can effectively identify patterns 
indicative of malicious activity, even when 
the specific attack vector or method is 
unknown. This allows AI-based IDS to 
detect a wide range of threats, including 
zero-day attacks and advanced persistent 
threats (APTs), which often go undetected 
by traditional signature-based IDS [15]. 
3.3 Real-time Detection and Response 
AI-based IDS also excel in real-time 
detection and response capabilities. 

Through the use of advanced algorithms 
and efficient data processing techniques, 
AI-based IDS can analyze network traffic 
and detect malicious activity in real-time, 
allowing organizations to respond to 
potential security incidents more rapidly 
and effectively [15]. This significantly 
reduces the window of opportunity for 
attackers and minimizes the potential 
impact of security breaches. 
3.4 Challenges and Limitations of AI-
based IDS 
Despite their numerous advantages, AI-
based IDS are not without challenges and 
limitations [8]. One significant issue is the 
occurrence of false positives and false 
negatives, which can lead to an increased 
workload for security analysts and 
potential gaps in security coverage [9]. 
While AI-based IDS are designed to 
improve detection accuracy, it is essential 
to continuously refine their algorithms and 
fine-tune system parameters to minimize 
these errors. 
The computational complexity of AI-based 
IDS can also pose challenges, particularly 
for organizations with limited resources 
[10]. Machine learning algorithms and 
other AI techniques often require 
substantial computational power and 
memory, which may necessitate the 
deployment of specialized hardware and 
infrastructure. As such, the cost and 
resource implications of implementing AI-
based IDS must be carefully considered. 
Finally, using AI-based IDS raises data 
privacy concerns, as these systems 
typically rely on analyzing large volumes 
of sensitive network data [11]. Ensuring 
the privacy and security of this data is 
critical, and organizations must carefully 
evaluate the potential risks associated with 
implementing AI-based IDS, including 
data storage, transmission, and processing 
practices. Compliance with relevant data 
protection regulations and implementing 
appropriate security measures are essential 
to mitigating these risks. 
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4. Literature Review 
MIT is also working on methods to use 
machine learning to defend against cyber 
attacks. Their paper “AI2: Training a big 
data machine to defend” presents a new 
method. Their system has four 
components. A big data processing system, 
an outlier detection engine, a mechanism 
to obtain feedback from security analysts, 
and a supervised learning module. Their 
system tries to combine the expertise of 
security experts, and the speed and ability 
to detect new attacks of machine learning. 
More specifically, they use unsupervised 
machine learning. They preferred 
unsupervised machine learning since 
labeled data is rare and attacks constantly 
evolve. In the system, they generate their 
labels and use a supervised learning 
algorithm with these labels. The big data 
processing system is a system that can 
extract features of different entities from 
raw data [7]. The outlier detection engine 
is a system that uses unsupervised 
learning. It uses the features found in the 
big data processing system. They use three 
methods: density, matrix decomposition, or 
replicator neural networks. The output of 
this unsupervised system is processed and 
shown to a security analyst. The security 
analyst can verify or refute the output. The 
feedback is fed to a supervised learning 
algorithm. The supervised learning 
algorithm learns a model that can use this 
feedback to predict better whether any new 
event is normal or abnormal. With more 
feedback, the system becomes more and 
more correct. 
 
5. Role of ChatGPT and Similar AI 
Models in Enhancing IDS 
AI-based anomaly detection involves using 
machine learning techniques, such as 
unsupervised learning or semi-supervised 
learning, to identify unusual patterns in 
network traffic data. Unsupervised 
learning algorithms, like clustering, can be 
employed to group similar data points 
together, thus allowing the AI model to 
distinguish between normal and abnormal 

behavior. Semi-supervised learning 
algorithms, on the other hand, use a 
combination of labeled (known) and 
unlabeled (unknown) data to improve their 
accuracy in identifying anomalies. 
Pattern recognition in the context of IDS 
involves analyzing network traffic data to 
identify signatures or patterns indicative of 
malicious activities. AI models, especially 
deep learning models like Convolutional 
Neural Networks (CNN) and Recurrent 
Neural Networks (RNN), excel at 
identifying patterns in complex and large 
datasets. These models can be trained on 
historical data containing various types of 
cyber-attacks and intrusion attempts [16]. 
As the AI learns the signatures of known 
attack vectors, it can recognize similar 
patterns in real-time network traffic data, 
alerting security teams to potential threats. 
Furthermore, AI models can also 
generalize patterns learned from historical 
data to identify new, previously unseen 
attack vectors that share similarities with 
known threats. 
The most impactful role that these AI 
models can have is reducing false positives 
through advanced data analysis and 
correlation techniques. Moreover, AI 
models can be retrained and fine-tuned 
over time using feedback from security 
analysts, continually improving their 
ability to identify genuine threats and 
further reducing the number of false 
positives [17]. 
 
6. Case Studies and Empirical Evidence 
In this analysis, we explored successful 
AI-powered intrusion detection system 
(IDS) applications across various sectors, 
emphasizing using artificial intelligence 
methods, such as neural networks and 
machine learning, to boost the 
identification and deterrence of cyber 
attacks.  
6.1 Banking and Financial Services 
A remarkable instance of efficient AI-
driven IDS deployment is observed in 
banking and financial services. Kanimozhi 
and Dr. T. Prem Jacob conducted a study 
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[18] suggesting an Artificial Neural 
Network-oriented system for identifying 
botnet attacks, a significant risk to these 
sectors. The system was trained using the 
CSE-CIC-IDS2018 dataset, supplied by 
the Canadian Institute for Cybersecurity, 
and implemented on Amazon Web 
Services (AWS). The outcomes showed an 
unprecedented accuracy rate of 99.97%, an 
average ROC curve area of 0.999, and a 
minimal false positive rate of 0.03%. The 
success of this system emphasizes AI-
driven IDS's potential to scrutinize 
network traffic and spot cyber threats in 
real time. 
6.2 AI-Enhanced Honeypots 
Scientists at the University of Texas at 
Dallas created DeepDig, an AI-integrated 
honeypot system that learns from assaults 
and morphs genuine network resources 
into lures [19]. This method addresses 
static deception technology limitations, 
which do not learn from previous attacks, 
leaving them vulnerable to AI-capable 
opponents. DeepDig employs machine 
learning approaches to gain a deeper 
insight into attackers' actions, improving 
the system's adaptability and defense 
against evolving hazards. By incorporating 
real assets into the honeypot, even the most 
skilled adversaries cannot escape 
interaction with the trap, enabling the IDS 
to learn and strengthen its defenses over 
time 
6.3 Deep Learning in Network Intrusion 
Detection 
Xu et al.'s case study, cspecc.utsa.edu, 
examined deep learning techniques' 
application for supervised network 
intrusion detection and unsupervised 
network anomaly detection [20]. The 
research methodically assessed deep 
learning's effectiveness in network 
intrusion detection, showcasing AI-

powered techniques' potential in analyzing 
and pinpointing malicious traffic in real-
time. This investigation adds to the 
expanding knowledge base on AI-driven 
IDS and encourages the creation of more 
advanced systems for protection against 
cyber threats. 
 
7. Future Directions  
Steps were taken in the initial direction of 
this paper to implement a ChatGPT-based 
intrusion detection system. This was done 
using OpenAI’s GPT-4 API [21]. An 
explanation of the theorized design, theory, 
and limitations will be addressed.  
7.1 ChatGPT IDS Design 
In making an AI IDS, GPT-4 was decided 
to be used as the model. This is due to its 
broad knowledge of domains, accurate 
problem-solving skills, and ability to 
complete complicated instructions. An 
existing network traffic capture tool or IDS 
can be used: in this research case, it was 
decided to use tcpdump. Tcpdump is a 
low-profile command-line packet analyzer 
that can export network traffic in pcap and 
CSV format [22]. The next step is to 
integrate GPT-4 into the existing network 
traffic capture tool or run it independently 
to analyze network traffic. GPT-4 would 
then analyze the incoming packet data and 
scan it for malicious activity. Because this 
language model is connected to the 
internet, it can scrape current websites for 
current threats and payloads for 
comparison with the incoming network 
traffic. This gives the AI intrusion 
detection program the added benefit of 
detecting newer threats that need to be 
constantly patched in existing IDS. The 
flow and analysis of data is shown in 
Figure 1. 
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Figure 1: Data flow of proposed GPT-4 based IDS 
Source: Michal Markevych  

 
7.2 Design Limitations 
The design in Figure 1 was constructed 
using a small model which sampled small 
amounts of data (under 50 packets). In 
order to analyze more packets, a large-
language model must be used, to convert 
the data from the packets into a vector 
database. Vector databases store data and 
export it to be analyzed by programs such 
as AI models. This constrained the 
construction of this design as vector 
databases prices scale with the amount of 
data analyzed.  
Another challenge came with GPT-4 API 
pricing, which is priced at .03 cents per 
1000 tokens. Let us consider a regular 
network receiving 50 packets per second, 
and each packet requires 75 tokens to 
analyze (found using data to token 
calculator). Implementing this design costs 
$6.75 per minute of running the IDS 
system. This constraint could be mitigated 
by receiving access to OpenAI’s GPT-4 
API waitlist, which allows users to get 
more access to GPT-4 queries. 
 

8. Conclusions 
ChatGPT or similar AI models offer 
immense potential in significantly 
upgrading IDS. By incorporating AI 
algorithms, these enhanced systems provide 
heightened adaptability, superior pattern 
recognition, and precise real-time detection 
and response capabilities. This allows IDS 
to stay ahead of the constantly evolving 
threat landscape and deliver a more robust, 
proactive defense against cyber threats. 
However, despite these benefits, challenges, 
and areas still require further research. 
Enhancing the accuracy of AI-powered IDS 
and minimizing false positives remain 
crucial concerns.  
As the field of AI and machine learning 
continues to advance, IDS is anticipated to 
become increasingly effective and efficient, 
further strengthening their ability to 
safeguard networks and computer systems 
from a broad spectrum of cyberthreats. 
Rising cybersecurity threats require modern 
solutions to protect critical infrastructure; 
this is a model to accomplish this task [23]. 
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