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ABSTRACT. In this paper we propose an efficient multivariate encryption sche-
me based on permutation polynomials over finite fields. We single out a commu-
tative group £(g,m) of permutation polynomials over the finite field Fym. We
construct a trapdoor function for the cryptosystem using polynomials in £(2,m),
where m = 2F for some k > 0. The complexity of encryption in our public key
cryptosystem is O(m?) multiplications which is equivalent to other multivari-
ate public key cryptosystems. For decryption only left cyclic shifts, permutation
of bits and xor operations are used. It uses at most 5m?+ 3m — 4 left cyclic shifts,
5m?2+ 3m + 4 xor operations and 7 permutations on bits for decryption.

1. Introduction

Public key cryptography is used in e-commerce for authentication and secure
communication. The most widely used cryptosystems RSA and ECC (elliptic
curve cryptosystems) are based on the problem of integer factorization and dis-
crete logarithm, respectively.

Multivariate public key cryptosystems are based on the problem of solving
a system of nonlinear equations over a finite field, which is proven to be NP-
-complete. MIC*, the first practical public key cryptosystem based on this prob-
lem was proposed in 1988 by T. Matsumoto and H. Imai [3]. The MIC* public
key cryptosystem was based on the idea of hiding a permutation monomial xzk,
for k = 2! + 1 by two invertible linear transformations. Though MIC* was more
efficient than RSA and ECC, it was broken by Patarin in 1995 [5]. In 1996,
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Patarin [6] gave a generalization of MIC* called HFE. However, the HFE cryp-
tosystem was not as efficient as the original MIC*. The basic instance of HFE
was broken in 1999 [I1]. The attack was based on the fact that every system
of homogeneous quadratic polynomials has a matrix representation. Using this
matrix representation a highly overdefined system of equations can be obtained
which can be solved by a new technique called relinearization [II]. Other pos-
sible attacks on the HFE scheme can be found in [15], [20] and [2I]. Patarin [7]
investigated whether it is possible to repair MIC* with the same kind of compu-
tation efficiency. He designed some multivariate cryptosystems known as Little
Dragon and Big Dragon with public key of multivariate polynomials of total
degree 2 and 3 respectively, and with efficiency comparable to MIC* In Dragon
cryptosystems, the public key was of mixed type which is quadratic in plain-
text variables and linear in ciphertext variables. However, Patarin found [7]
that Dragon scheme with one hidden monomial is insecure. In 2010 [3I] and
in 2011 [30], Singh et al. proposed efficient Dragon type multivariate public key
cryptosystems using permutation polynomials over finite fields. A public key
scheme based on the composition of tame transformation methods (TTM) was
proposed in 1999 [I0]. This scheme has been broken in 2000 [13], where the
cryptanalysis is reduced to an instance of the Min-Rank problem that can be
solved within a reasonable time. In 2004 Ding [22] proposed a perturbed vari-
ant of MIC* called PMI. The PMI system attempts to increase the complexity
of the secret key computations in order to increase security, using a system
of r arbitrary quadratic equations over a finite field with the assumption that
r < n, where n is the bitsize. PMI was broken by Fouque, Granboulan and
Stern [23]. The trick of the attack on PMI is to use differential cryptanalysis
to reduce the PMI system to the MIC* system. Another cryptosystem called
Medium Field Equation (MFE) was proposed in 2006 [26] which was broken by
Ding in 2007 [27] using high order linearization equation attack. A multivariate
public key cryptosystem called the Simple matrix scheme (or ABC) was pro-
posed by Tao et al. in 2013 [32]. This cryptosystem uses matrices of plaintext
variables. In 2015 [35], Tao et al. presented a modified version of this cryptosys-
tem which solves the decryption failure problem of the original Simple matrix
scheme. In [38], [37], D. Moody et al. and Gu Chunsheng presented some attacks
on Simple matrix scheme. Another multivariate public key cryptosystem called
SRP was proposed by Yasude et al. in 2015 [36]. This cryptosystem combines
several multivariate public key cryptosystems into one which seems to prevent
some of the known attacks on multivariate cryptosystems. But, it was broken by
R. Perlner et al. in 2017 [39]. One more multivariate encryption scheme called
ZHFE was proposed by Jaiberth Porras et al. in 2017 [33]. This cryptosystem
uses two high rank HFE polynomials to construct the public key. Unfortunately,
this cryptosystem was also broken by Cabarcas et al. in 2017 [40] using the rank
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attack. It is well known that multivariate cryptography is one of the directions
of post quantum cryptography and we see that the most of the multivariate
encryption schemes are broken. So, there is a strong motivation to develop new
practical multivariate encryption schemes. In contrast to multivariate encryp-
tion schemes, there are several practical multivariate signature schemes which
are secure and fast, (see [24], [12], [16], [34]). For a detailed introduction of mul-
tivariate public key cryptography, we refer the interested readers to [25]. An
interesting introduction of hidden monomial cryptosystems can be found in [9].

Most of the multivariate public key cryptosystems use a quadratic function F
hidden by two secret invertible linear transformations s and ¢. The structure is
generally described as y = t(F(s(x))), where z is the plaintext variable. Hiding
F(x) by two invertible linear transformations s and ¢ is not working effectively.
A close observation of the weaknesses in the existing multivariate public key
cryptosystems based on this structure suggests that apart from exploring the
use of new classes of higher degree functions it is appropriate to make modifica-
tions to the structure itself to build new multivariate cryptosystems. A possible
alternative structure is

Fi(S1(y)) = T(F(5(x))) (1)

where S1,T, S are invertible linear (or affine) transformations. The secret func-
tion F'(z) is quadratic and invertible (or injective) in the plaintext variable z.
The function Fi(y) is high degree and invertible in the ciphertext variable y.
The structure () is a generalization of the existing structure in the sense that if
S1 and F are taken to be the identity mappings, then the new structure is equiv-
alent to the existing structure. The aim of this paper is to propose a cryptosys-
tem with structure (Il) and based on a new class of permutation polynomials.
This is a highly revised and updated version of our multivariate cryptosystem
from cryptology e-print archive [29]. In Section 2, we single out a commutative
group £(q, m) of permutation polynomials over the finite field Fym, where ¢ is a
prime power. In Section 3, we use this group of permutation polynomials to con-
struct a trapdoor function and propose a new cryptosystem with structure ()
based on the problem of solving a system of nonlinear equations over a finite
field.

Like Dragon cryptosystems, the public key in our cryptosystem is of mixed
type. The public key consists of two sets of quadratic multivariate polynomials.
We make some security analysis in Section 4 and see that the proposed cryp-
tosystem is secure against usual known attacks on existing multivariate public
key cryptosystems. Computation with polynomials in the group £(2,m) is fast,
which makes the proposed cryptosystem efficient. The efficiency of the proposed
cryptosystem is analyzed in Section 5 and some comparisons with HFE and
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ZHFE cryptosystems are made in Section 6. A toy example is provided in Ap-
pendix A to give an idea how key generation, encryption and decryption work
in the proposed cryptosystem.

2. Preliminaries

Let ¢ be a prime power and I, be the finite field of order ¢. An element
¥ in Fgm, the extension of Fy of degree m, is normal over I, if the elements

9,94, .. .,19‘17”71 form a basis (called a normal basis) of F,m over F,. Suppose
B ={4,09,..., 19‘17”71} is a fixed normal basis of Fym over F,. We identify the

element x = Z;ZBI xiﬂqi of Fgm with (zo,1,...2m—1) and thereby F,m with

", the set of all m-tuples over F;. When ¢ = 2, we denote the Hamming weight
of z by w(x).

It is easy to see that the operation x — x? maps x = (xg,Z1,...,Tm—1) toO
(Zm—1,%0, - - -, Tm—2) which is just one cyclic shift of x. Hence the cost of expo-
nentiating by ¢ is negligible.

A polynomial f(z) over F is called a permutation polynomial of Fy if it in-
duces a one-to-one map on F, onto itself. Permutation polynomials have been
a subject of study for almost one and a half century and have applications
in many fields including Cryptography (see [2], [4] and [I, Chapter 7]). Permu-
tation polynomials have been used to design efficient multivariate public key
cryptosystems [31], [30]. A polynomial L(z) over Fym is called a linearized poly-

nomial (or a p-polynomial) over F, if .

L(z) = > asa? (2)
1=0

for some a; € Fym. A linearized polynomial L(x) satisfies the following:
L(B+~)=L(B)+L(y) and L(af)=aL(p) foral B,y €Fym and a€F,.

Thus, L : © — L(x) is a linear operator of the vector space Fym over F,.
Consequently, L(x) is a permutation polynomial of Fym if and only if 0 is the
only root of L(z) in Fgm.

Corresponding to an element a = (ag,aq,...,Qn—1) of Fym, we define a
linearized polynomial Ly (z) on Fgm by

Lo(z) = z_: az? . (3)
i=0

It is known that each function on F = is given by a unique polynomial of degree
at most ¢"™ — 1 (see Chapter 7 of [I]). Since the polynomial L, (x) is of degree
at most ¢" !, the polynomials L, (z) generated from different o are distinct as
functions on Fgm.
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Let
a=(ag,0,...,am—1) and B = (Bo,f1,..-,Pm—-1) Dbe elements of F,m.

The convolution o x 3 of o and ( is defined by

m—1

axf= (707 RIEERES ’Vm—l)y where 7, = Z aiﬂ(r—i) mod m-
i=0
Clearly, ax 8 = 8 . It can be easily verified that convolution is an associative
binary operation. Moreover, we have

m—1

La(ﬂ) = Z aiﬂqi = Q‘O(BO’ . ~7Bm—l) + al(ﬂm—lvﬁOv s 7ﬁm—2) +-

= anL—l(ﬂbﬂZv""BO):a*B'

In particular, L,(8) = Lg(a). We denote by L, o L the composition of the
functions L, and Lg. Then, for any v € F;m we have

LooLg(y) =La(B*7)=axB*vy = Laxs(7),

Lo oL = L.
With composition as multiplication and with usual addition, the polynomials
L, form a commutative ring £z (g, m).
The ring £x(g,m) is isomorphic to the commutative ring F,[U]/(U™ — 1)
with unity. This is seen as follows: for & = (v, . .., p—1) define

that is,

m—1
VLo =Y _ o;U' € F,[U]/(U™ - 1).
=0

Then 1 is an isomorphism of £ (¢, m) onto F,[U]/(U™ — 1). Indeed, if

o= (a07 s 7a7’n—l) and B = (507 s 7ﬂm—1) € ]quv

(YLo)(YLg) = (Z_ OéiUi> (Z_ ﬁ’[,Uz>

then

m—1
= Y U > b
r=0 i+j=7rmodm

= ¢(Laxp) = ¢¥(La o Lg).
Let £(q,m) denote the group of units of £z (¢, m), that is, the group of all
invertible linearized polynomials L, .
We consider the case ¢ = 2,m = 2¥ k > 0. An element u = Z:’;Bl ;U €
F[U]/(U™ — 1) is invertible if and only if («ag,...,am,—1) has odd weight.
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Thus, L, € £(2,m) if and only if w(«) is odd, and therefore £(2,m) has
order 2™~ Because u™ = 1 in F3[U]/(U™ — 1), the m times composition
L7 of L, with itself is Ly, the identity of £(2,m). In particular, order of L,
in £(2,m) is a divisor of m and L™~! is the inverse of L. Suppose a, 3 are
elements in IF,.r of odd weight. Then L, o Lg = Laxg € £(2,m). This implies
Lo(B) = a* B is of odd weight. In particular, L, permutes the elements of [F,.»
which are of odd weight.
We summarize the previous discussion in the following proposition.

ProPoOSITION 2.1.

(a) Let o and 8 be elements of Fgm. Then
Lo(B)=Lg(a) =axf and LyoLg= Lysg.

(b) The invertible linearized permutation polynomials over Fym form a com-
mutative group £(q,m).

(¢) Letq =2 andm = 2k for some k. Then L, is a permutation polynomial if
and only if w(a) is odd. In particular, the group £(2,m) has order 2™~ 1.

(d) If a € Fom is of odd weight, then L, permutes the elements in Fom which
are of odd weight.

3. The proposed public key cryptosystem

In this section we present a multivariate public key cryptosystem with struc-
ture (@) using the group £(2,m), where m = 2F for some positive integer k.
To obtain the quadratic polynomials we use convolution of bits. We have seen
that the convolution of two binary strings is equivalent to the composition of cor-
responding linearized polynomials and that the convolution of two binary strings
of odd weight is a binary string of odd weight. For z € Fom and a positive inte-
ger £ let (x)" denote the ¢ times convolution of x with itself. We denote by OFJ’
the set of all elements of F5" of odd weight. For the rest of this article, m = 2k
for some positive integer k.

Before presenting the cryptosystem, we consider the following results which
will be required in the sequel.

LEMMA 3.1. Let v = (20,21, Zm—1) € FY" and ¢ be a positive integer less
than 2™. If (z)¢ = (ho,h1,..., hm_1), then the coordinates h; are polynomials
in x; of degree w(l), where w({) denotes the Hamming weight of ¢ in the base-2
number system.
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Proof. We have
2
(£)* = (co,C15---yCm—1), where co;41 =0 and co =z +Tm

Thus, the coordinates ¢; of (z)? are linear functions of x;. Consequently, the
coordinates of (x)?" are linear functions of x; for any positive integer wu.
On the other hand, if y = (yo,y1,...,¥m-1) # @ and each of y; is a poly-
nomial in x; of degree d < m, then the coordinates of x*y are polynomials
in z; of degree d+1. Therefore, the result follows by induction on the Hamming
weight of 4. O

LeEMMA 3.2. If ¢ is a positive integer co-prime to m, then the function hy :
OF5* — OFY defined by he(x) = (x) is a bijection.

Proof. Since ¢ and m are co-prime, there exist integers r and s such that
lr =1+ sm. If y = hy(x) = (x)", then Lyyyr = Liyyer = LY = LI™™ = L,
since L' = Ly, the identity of £(2,m). Consequently, x = (y)", and therefore,
hy is invertible. O

COROLLARY 3.3. Ifa € F}' is of even weight and b € FY is of odd weight, then
the function x +— a + b* (2)?>™~! is a bijection of OFY onto itself.

Proof. Wehave bx (2)?™ ! = Ly((2)*™ 1) = Ly o hay—1(x) and Ly 0 hoyy—1q is
a bijection of OFL" onto itself. Since the xor of a binary string of even weight and
a binary string of odd weight is of odd weight, the given function is a bijection

of OF%* onto itself. O
3.1. Public key generation

We consider a message to be a binary string (zg, z1,...,Zm—2). We adjoin
an additional bit z,,_; so that X = (xg,x1,...,Zm,—1) is a binary string of odd

weight. After decryption one can just ignore the last bit x,,_1. Thus, the plain-
text variable X is a generic element of OFom, and z;, 0 < ¢ < m — 1, are the
plaintext variables. In conformity with the structure (), the ciphertext would
be an element Y = (yo,...,Y2m_1) in F3™ which is to be computed by solving
a system of linear equations in y;. For generating the public key, which will be
a set of degree three nonlinear equations, linear in y; and quadratic in x;, we
use a set consisting of eight linearized permutation polynomials from the groups
£(2,m) and £(2,2m), eight permutations of bits and ten field elements.

Choose L,,, 1 <i <6, in the group £(2,m) and Lg,, i = 1,2,, in the group
£(2,2m). Let ;, 1 < i < 6, be random permutations of the bits in (¢, ..., tm—1),
and 7;, ¢ = 1,2, random permutations of the bits in (¢o,...,t2m—1). Choose
nonzero elements o;, 1 < ¢ < 6, of even weight in Fom, and §;, i = 1,2 of even
weight in Fo2m. Further, choose 1 € Foz2m of even weight and 5 € Fozm of odd
weight.
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Define T) = Lo, om;, 1 <i <6, and S] = Lg, on;, i = 1,2 where “o” denotes
composition of mappings. Next, define the affine transformations
E:T’l’{—g“ 1<:<6, and 512524—(5“ 1=1,2.

Clearly, T; are bijections from OF%" onto itself, and S; are bijections of OF3™
onto itself.

First, we transform the plaintext X = (xg, ..., Z;y,—1) with 71 and T, and put
XU =1 (X), (4)
X? =1, (X). (5)

Since T} and T are affine transformations, the coordinates of X and X are
linear polynomials in the plaintext variables x;.
Next, we compute

X® =Ty ((X<1>)2 * X<2>) (6)
and )
XW =1, (X<1> * X<2>) Ty ((X<1>) * X<2>) . (7)

In the sequel, we will consider the function F(X) = (X, X®) which maps an
element X of OFJ* into F3™. Suppose

X(B) = (fo,. . ~7fm—1) and X(4) = (f'rm~ . '7f2m—1)' (8)

In view of Lemma Bl the coordinates of (X(1))? are linear expressions in the
plaintext variables z;, and therefore the coordinates f;,0 < i < m — 1, of X&)
are quadratic polynomials in x;. Similarly, the coordinates f;,m <1i < 2m — 1,
of X®) are quadratic polynomials in z;.

Since T3 and Ty are bijections of OF3" onto itself, it follows from (6) and (7))
that for any X of odd weight X(3) is of odd weight and X®* is of even weight.
Consequently, F : X — (fo, f1,--., fam—_1) is a function from OF}* to OF3™.

Next, consider the functions Y +— Z = S1(Y) and Z — 1 +72%(Z)*™~1 from
OF3™ into itself. Because S; is a bijection, Corollary B3] yields that Y +— 1 +
y2 % (Z)?™~1 is a bijection of OF3™. Clearly, the coordinates of 1 +72 % (Z)?™~!
are polynomials in the coordinates y; of Y.

We impose the following relation that is to be satisfied by the plaintext and
ciphertext variables

Sz (F(Ts(X))) = 71 + 72 % (2)*™ . (9)

We have y2 * (Z)*™ = LZ"(v2) = Lg(y2) = 72, where Ly is the identity
of £(2,2m). Taking convolution of each side of (@) with Z, we have the fol-
lowing relation between the plaintext and the ciphertext variables:

So(F(Te(X))) * Z +~1 % Z + 2 = 0. (10)
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Since 57 and Sy are affine transformations, the coordinates of Z = S;(Y') are lin-
ear expressions in the ciphertext variables y; and the coordinates of Sa(F'(T5(X)))
are quadratic polynomials in the plaintext variables z;,0 < ¢ < m — 1.
Equating the coordinates of the left side of (I0) to zero, we get a system of 2m
polynomial equations, each of total degree 3 in the variables x; and y;, with
degree 1 in the variables y;. The system is of the form

> iy Y bramiyit Yy i+ Y duyi+ Y erititfr =0

0<r<2m-1). (11)

The system (II) is the required public key of the cryptosystem. Each of the
equations in (II)) will have some terms z;z;y; of degree three with nonzero
coefficients. Each of them will also have terms x;y; of degree two and linear terms
in x; and g; with nonzero coefficients, since o and d’s are nonzero. Thus, given
a ciphertext Y, i.e., a set of values of the variables y;, the public equations (III)
are nonlinear and non-homogeneous in x;.

Each of equations in () is of degree three and so will have O(m?) terms.
As there are 2m equations, total public key size will be of O(m*) terms. Though
this seems to be large, it is possible to reduce the size to O(m?) terms which
can be seen as follows:

Consider the coefficients hyy = > apiji@iz; of y; in the r-th equation of (ITJ).
It follows from (I0) that each h,; is a linear combination of the second degree

homogeneous parts of fo, f1,..., fom_1. Therefore at most 2m quadratic poly-
nomials h,; can be independent. Writing each h,; as a linear combination in A
quadratic polynomials ¢1,...,g9x, A < 2m, the public key can be expressed as

two sets of quadratic equations

gs = Z hsijxixjv
and

Z s 195yt + Z braziy + Z CrijTiTy + Z driy + Z eriti + fr =0,

where
1<s< A 0<r<2m-—1.

Since the reduction of the public key size to O(m?) terms can be done in poly-
nomial time, it does not change the security of the cryptosystem.

3.2. Secret Key

The affine transformations (71, Ts, T3, T4, T5, Tg, S1, S2) and the field elements
(v1,72) form the required secret key.
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3.3. Encryption
The encryption algorithm consists of the following two steps:

(1) First, substitute the plaintext (zg,...,Z,»—1) in the 2m equations in ()
and get the 2m linear equations in ciphertext variables y;,0 < 2m — 1.

(2) Next, using Gaussian elimination solve the system of linear equations to
obtain the ciphertext (yo,. .., Yam—1)-

It follows from the equation (@) that

So(F(Ts(X))) +m =72 * (S1(¥))*" !

(S2(P(To(X))) + ) * (1)~ = (511)) """
For o € OFqg2m one gets Lo, = [Em-bHem=1 _ Lay@m-1@m-1), and therefore
(a)(2m—1)(2m—1) — a.
Thus, the plaintext variable X and the ciphertext variable Y satisfy the relation

1Y) = (S2(P@0) +7) =) (12)

which yields the encryption function E as

BX) =¥ = 57 ((Su(P00) +20) =3 ) "

= ST (S2(F(T5(X))) + 7)™ x72]. (13)

Since F(X) and 7, are of odd weight and ~; is of even weight, for a given

X € OF3m we note that (Sz(F(Ts(X))) + 71)2m_1 * v € OFg2m, and therefore
the encryption function E from OFsm to OFg2m is well-defined.

THEOREM 3.1. The encryption function E is a bijection from OFam to the set
E(OFqm) of all valid ciphertexts in OFgzm .

Proof. Suppose X1, X5 € OFgm such that E(X;) = E(X32). Then, we have

(So(F(T(X1)) + 7)™ %72 = (Sa(F(Ts(X2))) +3) """ %72

Let Tg(X7) = Wy, Ts(X2) = Wo. Taking 2m — 1 times convolutions of both sides
we get

(So(F(W1)) + 1) * (72)°™ 7 = (S2(F(W2)) + 1) * (12)>™ "

Again taking the convolution of both sides with 72 and noting that (v)?™ = o',
the identity of convolution, and that the linear transformation S5 is invertible,
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we have (W) = F(Ws), i.e.,
Ty (W) W) = 15 (WE0)* e wif?)

and
T (WD« W) 1 (W9)7 e wi) = 1 (Wi« W) 15 (W)« wf?).
From these two relations we have

(Wl(l)>2 s W = (W§”)2 s W and WO L w® =W W,
W (W ) = ) (D ).

This implies Wl(l): W2(1) or equivalently T (W7)="T7(W3) and therefore X; = Xs.
O

3.4. Decryption
The decryption algorithm for the cryptosystem is as follows.

Input: Ciphertext Y = (yo, ..., Y2m—1) and secret parameters (11, T», 15, T},
Ts,Ts, S1, 82,71, 72)-

Output: Message X

Z + 51(Y).

Zy + L7 2(2).

Zy 1+ L, (Z7).

A < Sy N Zy).

(to, .- tam—1) < A.

A1+ (toy -y tm—1) and Ag < (t, -« tom—1).
Az T3 H(AY).

Ay <+ T5(As3).

As +— As + Ay

Ag « T, M (A5).

A LUTH(As).

C Ag T HAY).

: X« T; N (As).

14: Return X.

We now prove that the above algorithm gives the valid plaintext X as the output
for a ciphertext Y.

N
w N o= O

THEOREM 3.2. Given ciphertext Y, the output X given by the decryption algo-
rithm is the valid plaintext.

149



RAJESH P. SINGH — BHABA K. SARMA — ANUPAM SAIKIA

Proof. First, note that L}" *(Z) = Lizyem-2(Z) = (2)*™ 2 (Z) = (Z)*™~},
where Z = S$1(Y) and v1 + L, ((Z)*™') = 71 4+ 72 * (Z)*™!. The relation
between plaintext and ciphertext is Sy (F(T6(X))) = 1 + 72 * (2)?*™71, ie.,

(f(;v A fém—l) 252_1 (’71‘1‘72 * (Z)2m_1) ) where F(TG(X)): (f(;v R fém—1> .
In the first four steps, the decryption algorithm computes
St (4 (2)Pm71).
Now suppose that A1, As denote the first m bits and last m bits of
Syt (71 + yg * (Z)2m_1) , respectively.
Then, we have
(f(;a R r,n—1> = Ay, and (fr,m cee f;m—l) = Ay,
ie.,
T ((W<1>)2* W<2>) —A; and T} (W<1> « W(2)) +Ts ((W<1>)2* W<2>) — Ay,
where W = T(X). From these two relations, we have
(WO« w® =171 (Ay) and WD W@ =1, (A2 +Ts (Tg_l(Al))>.
Suppose,
Ag =T (A2 T (Tg_l(Al))> and Ay = T; ' (Ay).
Then we have W) x Ag = Aj or, equivalently, La, (W®)) = A;. Therefore,
W = LN (As) = LY H(As), e, W=T7" (LY ' (As)).
Finally, X = T} " (T;l (LZS_I(Ag)D. O

3.5. Parameters

We suggest the message to be a binary string of length 127. We adjoin one
extra bit to make the weight odd. Thus the message is an element of odd weight
of finite field Fom, m = 128. For m = 128, the public key consists of 256
equations of degree three which are quadratic in the plaintext variables z; and
linear in the ciphertext variables y;. As mentioned, the public size can be reduced
by writing it as two sets of 2m quadratic equations in the plaintext and ciphertext
variables. So, the public key consists of 512 quadratic equations in the plaintext
and ciphertext variables. For the secret keys generation, we have to select random
even weight and odd weight elements of finite fields Fy12s and Fo2s6 and random
permutations on 128 bits and 256 bits.
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4. Security of the proposed Cryptosystem

Similar to other families of post-quantum cryptosystems, the security of mul-
tivariate cryptosystems is still not completely understood. In terms of prov-
able security, there exist hardly any rigorous proofs which reduce the security
of multivariate schemes to hard mathematical problems [4I]. In this section, we
investigate the security of the proposed cryptosystem against all known attacks.

Most of the multivariate public key cryptosystems use the structure ¢(f(s(x))).
However, hiding f(x) by two linear transformations s and ¢ does not work very
effectively (see the attack of Kipnis and Shamir on HFE [I1]]). In our cryptosys-
tem the ciphertext variable Y and the plaintext variable X are connected by the

lati
relation Fi(S1(Y)) = S5 (F(Ts(X))),
F(Y) =y 4+ % (V)21 and F(X) = (X<3>,X<4>) .
We recall that

where

G 7 ((Xu)) *X@))

and x® 7, (Xu) . X(z)) LT ((X<1>)2 . X(z)) ’
where X1 = T1(X), X® = Ty(X). In our cryptosystem the linear transfor-
mations 11,75, T5,Ty,and T5 are secrets. So the quadratic function F(X) is
secret. It is evident that if we take F} and S; as identity functions, the rela-
tion between the plaintext variable X and the ciphertext variable Y becomes
Y = So(F(Ts(X))). Thus, if it is possible to attack our structure, then it is also
possible to attack ¢(f(s(z))) structure. This proves that our structure is at least
as secure as the commonly used structure in multivariate cryptography, that is
Hf (s(2)).

We discuss now some known attacks developed for multivariate cryptosystems
and see whether these attacks are applicable to the proposed cryptosystem.

4.1. Linearization equation attacks

Patarin [5] used the following idea to break MIC*: in case the function applied
is F(X) = X7t = {fo, fi,..., fm—1}, then it is possible to obtain quadratic
relations between the plaintext variables (zg,1,...,2,n—1) and the ciphertext
variables (yo,y1, ..., Ym—1) of the form:

m—1m—1

S e zyj+z:bacz+z:cjyj+d_o (14)

=0 35=0

By taking at least (m + 1)? different plaintext and ciphertext pairs, a linear sys-
tem of equations can be obtained and solved for the unknown constants a;;, b;, ¢;
and d.
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We emphasize here that in the proposed cryptosystem, it is possible to find
a relation which is linear in the plaintext variables (but nonlinear in the cipher-
text variables), in the line of Patarin’s linearization equation attack on MIC*

From the relation (@) we have F(W) = Sy (Z'), where Z' = ~1 + 7o * (Z)?>™ 1,
Z = S1(Y) and W = T5(X). Therefore, S;*(Z’) will give nonlinear polyno-
mials of degree w(2m — 1) in the ciphertext variables. Suppose S;*(Z) =
(Zo, .., Zam—1). Then we have the following relations between the plaintext
and the ciphertext:

T ((VV<1>)2 « W<2)) = (Zoy. - Zn1) s (15)
and

T, (W<1> . W<2>> Ty ((W<1>)2 * W<2>> = Zmse s Zomer). (16)
Using these two relations we get the following relation:
WO T o Ty (2 + WOT Y (Zon, . Zom1) + 2, (17)

where W) = Ty (W) = Ty (Ts(X)), Z' = T35 (Zo, .., Zm—1) and Ty, To, T3,
T4, T5,Ts and Sp are linear transformations. Note that the relation () is linear
in the plaintext but of degree w(2m — 1) in the ciphertext. Thus, the total
degree of ([[T) is w(2m — 1) + 1, far from being quadratic. Moreover, the degree
is a function of m. Therefore, to attack the cryptosystem with Patarin’s tool,
we need Gaussian reduction on O (m*m~D+1) terms which is impractical.
For example, for bit size equal to 64, we have m = 64 and w(2m — 1) + 1 =38.

4.2. Attacks with differential cryptanalysis

Differential cryptanalysis has been successfully used earlier to attack the sym-
metric cryptosystems. In recent years differential cryptanalysis has emerged
as a powerful tool to attack the multivariate public key cryptosystems, too.
In 2005 [23] Fouque, Granboulan and Sterm used differential cryptanalysis to at-
tack the multivariate cryptosystems. The key point of this attack is that in case
of quadratic polynomials the differential of public key is a linear map and its
kernel or its rank can be analyzed to get some information on the secret key.
For any multivariate quadratic function G : Fy — F" the differential operator
between any two points x, k € Fj can be expressed as

Le Gz + k) — G(z) — G(k) + G(0)
and in fact that operator is a bilinear function. By knowing the public key of a
given multivariate quadratic scheme and by knowing the information about the
nonlinear part (¢ *1) they showed that for certain parameters it is possible to

recover the kernel of Lg ;. This attack was successfully applied on Ding’s cryp-
tosystem [22] and afterwards using the same technique Dubois, Fouque, Shamir
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and Sterm in 2007 [28] have completely broken all versions of the SFLASH signa-
ture scheme proposed by Patarin, Courtois, and Goubin [I7]. In our cryptosys-
tem, the encryption function is

B(X) =Y = 57 [(Sa(F(T5(X)) + 7)™ " 2]

which is not quadratic but of total nonlinear degree 2w(2m — 1) in plaintext
variables xg, 1, ..., Zm—1. S0 in case of our encryption function, the differential
operator is not a bilinear function. Thus to attack our cryptosystem by the
methods of [23] and [2§] is not feasible.

4.3. Attacks using the univariate polynomial representation
of multivariate public polynomials

The fact that any function from a finite field into itself can be represented by
a univariate polynomial is sometimes used to attack multivariate cryptosystems
(see [25] for example). In our case, the encryption function is from the finite field
Fom to the finite field Fo2, and therefore we cannot represent the encryption
function by a polynomial directly. It is possible to have such a representation
by introducing dummy variables x,,, Zm+1, ..., T2m. Note that the encryption
function E(X) in our Cryptosystem is of total nonlinear degree 2.w(2m — 1)
(see [[3). By Lemma 3.3 of [I1], the degree of the univariate polynomial rep-
resentation is not constant but it is a function of m. Thus, the degree and
the number of nonzero terms of the univariate polynomial representation of en-
cryption function are both O(m™). The complexity of root finding algorithms,
Berlekamp algorithm for example, is polynomial in the degree of the polynomial.
This results in an exponential time algorithm for finding the roots of univariate
polynomial. Therefore, this approach is less efficient than the exhaustive search.

4.4. Grobner basis attacks

After substituting the ciphertext in the public key, one can get 2m quadratic
equations in m variables and then Grobner basis techniques can be applied
to solve the system. The classical algorithm for solving systems of multivari-
ate equations is Buchberger’s algorithm for constructing Grébner basis (see [§]).
Theoretically, it can solve all the multivariate quadratic equations. However,
its complexity is exponential in the number of variables, although there is no
closed-form formula for it. In the worst case, the Buchberger’s algorithm is known
to run in double exponential time and on average its running time seems to be
single exponential (see [I4]). There are some efficient variants Fy and F5 of Buch-
berger’s algorithm given by Jean-Charles Faugere (see [I§] and [19]). The com-
plexity of computing a Groébner basis for the public polynomials of the basic
HFE scheme is not feasible using Buchberger’s algorithm. However, it is com-
pletely feasible using the algorithm Fy. The complexities of solving the public
polynomials of several instances of the HFE using the algorithm Fj are provided
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in [2T]. Moreover, it has been expressed in [2I], “A crucial point in the crypt-
analysis of HFE is the ability to distinguish a randomly algebraic system from an
algebraic system coming from HFE”. Instead of using any polynomial of special
form we are using convolution operation to construct the public polynomials.
Moreover our public key is of mixed type, this means, for different ciphertexts
we will get different system of quadratic polynomial equations, so in our pub-
lic key the quadratic polynomials look random. We have already seen that the
degree of the univariate polynomial representation of the encryption function is
proportional to m. It is explained in [21I] that in this case there does not seem
to exist polynomial time algorithm to compute the Grébner basis. Hence, attack
on our cryptosystem by Grobner basis method is not feasible.

4.5. Relinearization, XL and FXL algorithms

Relinearization, XL or FXL algorithm are some techniques to solve the qua-
dratic equations directly. The relinearization technique is developed in [I1] for
solving an overdefined system of quadratic equations. However, it is shown in [14]
that the relinearization technique is not as efficient as one may expect since many
of newly generated equations are dependent. Therefore, a technique called XL
(extended relinearization) has been proposed in [I4]. It is claimed to be the best
algorithm for solving overdefined multivariate equations. However, when the
number of equations is m + r for some 1 < r < m, then it is proved in [I4] that
XL has exponential complexity. A variant of the XL algorithm called FXL, was
introduced in [14]. In this algorithm some variables are guessed to make the sys-
tem slightly overdefined. Then the XL algorithm is applied. The main question
is how many variables must be guessed. Although more guesses make the system
more unbalanced, they add to the complexity of the algorithm. The optimum
number of guesses is provided in [T4].

In the case of applying XL, » = m in our cryptosystem. Hence, XL algorithm
cannot be used directly to attack our cryptosystem, since it has exponential
complexity. Even using the optimum value for the number of variables guessed
in the nonlinear equation, FXL has the exponential complexity for solving the
system of public polynomials in the proposed cryptosystem. Hence, the FXL
algorithm is not applicable to our cryptosystem.

5. Complexity and number of operations
for encryption and decryption
5.1. Encryption

The public key in our cryptosystem consists of 2m equations of the form (ITJ).
There are O(m?) terms of the form z;z; in each of the 2m equations of the public
key so the complexity of evaluating public key at message block xg, x1,...,Zm—1
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is O(m?). The next step of encryption is to solve the 2m linear equations in 2m
ciphertext variables yo,y1,- .., Y2m—1, which can be done efficiently by Gauss-

ian elimination in O(m?) complexity. Hence the total complexity of encryption
is O(m3).

5.2. Decryption

Decryption in the cryptosystem is fast, because it uses only permutations,
cyclic shifts and xor operation of bits. Though the exact number of operations
will depend on the chosen secret keys, we can count here the upper limits of the
number of these operations.

For «, 8 € Fam, the computation of a3 = L, (/3) requires at most m — 1 left
cyclic shifts and m — 1 xor operations. To operate T; or T, * (1 <i < 6) onam
bit string, we need one permutation on bits, at most m — 1 left cyclic shifts and
at most m xor operations. To operate S; or S; * (i = 1,2) on a 2m bit string, we
need one permutation on 2m bits, at most 2m — 1 left cyclic shifts and at most
2m xor operations. Thus, we need at most 5m? + 3m — 4 left cyclic shifts and
5m? 4+ 3m + 4 xor operations for the decryption, in total. In addition we need
exactly 2 permutations of 2m bit strings and 5 permutations on m bit strings.

6. Comparison with HFE and ZHFE cryptosystems

In this section, we compare our cryptosystem with HFE [6] and a variant of it
called ZHFE [33]. In our cryptosystem the complexity of encryption is O(m?),
i.e., equivalent to that of HFE and ZHFE. But the decryption is faster than
HFE and ZHFE. In HFE the decryption is slow because one needs to compute
the roots of a polynomial. The decryption complexity of HFE is O (n4d2109(d))
where d is the degree of HFE polynomial. Note that for security reasons one
cannot take smaller degree. Due to this the decryption process in HFE is slow.
In our cryptosystem we are using left cyclic shifts and xor operations resulting in
a much faster decryption process. In our cryptosystem we need O(m?) left cyclic
shifts and O(m?) xor operations to decrypt a message. The efficiency of HFE and
ZHFE are equivalent, see [33]. So, the decryption in our cryptosystem is much
faster than in HFE and ZHFE cryptosystems. Public key size of HFE and ZHFE is
O(m?) terms. In our cryptosystem, public key size is bigger than HFE and ZHFE
but it is also O(m?) as it is possible to write public key as two sets of quadratic
public polynomials. Secret key generation in our public key cryptosystem is
faster than HFE and ZHFE because for secret keys we have to select random odd
weight and even weight binary strings and random permutations.
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7. Conclusion

In this paper we have designed an efficient multivariate public key cryp-
tosystem using a group of Linearized permutation polynomials over finite fields.
The complexity of encryption, O(m?), is equivalent to that of other multivari-
ate cryptosystems. Computation with polynomials in the group £(2,m) is fast,
which makes the decryption in the proposed cryptosystem fast. We have given
the security analysis of our cryptosystem against the known attacks.
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Appendix A. A toy example

We exhibit the public key generation and encryption in the proposed cryp-
tosystem with a simple example. We consider the finite fields Fya and Fos with
some fixed normal basis on each of them. Thus, we take k = 2, m = 2F = 4.

Public key generation. We take
aq ZQQIQBZ(I,O,O,O), a3:(1717170)7
a4:(0717171)7 a5:(1717071) in IF247

so that
La1 ’ La

are the identity polynomial,

and Lg,

2

Lo, (7) = z+2? a2, L, (z) = 2°4+2*+2% and L, (r) = z+2?+2% in £(2,4).
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Again, we take 81 = f2 = (1,0,0,0,0,0,0,0) in Fos, so that Lg, and Lg,
are the identity polynomial in £(2,8). We take permutations m;, 1 < i < 5,
of degree 4, where

(01 2 3 (01 2 3
m=l203 1) ™m7(3210
and 73, my, m5 and 7 are the identity permutation. Similarly, we take permuta-
tions n;, i = 1,2, of degree 8, where

(01 2 3 4 5 6 7 (01 2 3 45 6 7
Mm=\s3 150426 7) "5 3721046)
We take

0; =(0,0,0,0) € Faa for 1<i<5h
and
5; = (0,0,0,0,0,0,0,0) € Fys for i = 1, 2.
Finally, we take
v = (0,0,0,0,0,0,0,0), 7 = (1,0,0,0,0,0,0,0) in Fys.
With the above inputs we have: 71 = w1, 15 = m,13 = Lo,, Ta = Lg,,
Ts = Lo, Ts = identity map and S; =71, Sz = n2.
Suppose X = (xq,x1,x2,x3) denotes the plaintext variables. Then

XU =Ty (X) = (w2, 20,23, 71), X =To(X) = (23,22, 0, 1).

Therefore,
X6 =1, ((X(l))2 *X(2)) = (fo, f1, f2: f3),

where

fo = a3z +xox1 + 23 + 21,

fi = 14+zox3 + 2122,

fo = 14+ xpx3+ x027,

f3 = o+ x2+ 372 + T172.
Similarly,

X(4) =Ty (X(l)*X(Q)) —|—T5 ((X(l))2* X(2)) = (f47f57f67f7)3

where
fi = mo+xow3 + v2x3 + 2173,
fs = 140+ x273 + T0T3,
foe = x3+zox2+ T1T2 + 20T,
fr = 1+ xox1+ xox2 + 2123 + T2T3.

Suppose Y = (yo, Y1, Y2, Y3, Y4, Ys, Y, Y7) denotes the ciphertext variables. Then
Z = Sl (Y) = (y37 Y1,Ys, Yo, Y4, Y2, Ys, y7)
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Since v1 = 0,7 = (1,0,0,0,0,0,0,0), the relation [I0) of Section 3 becomes
Sa(fo, f1,--+, f7) * Z +(1,0,0,0,0,0,0,0) = 0. Now taking the coordinate rep-
resentation, the public key becomes the system of the following eight equations:
Py = 1+vyo(wox1 + z172) + y1(@0x2) + y2(Tow3 + T2x3) + ys(z223 + T073)
+ya(woxs + w123) + ys(r2x3 + Tox3 + 123) + ye(T1202 + L2203 + T123)
+y7(zox1 + x123) + Toys + T1Y3 + Toyr + T2y7 + T2Ys + ToyYs + Y2 + Ya
+Z1Yo + T3Yo + ToYs + T1yi,

Pi = yo(zexs + xoxs + x123) + y1(xoxs + 2x3) + y2(zoxs + x123)
+ys(zox1 + x122) + ya(wox1 + 122) + ys(zox2) + ys(Toxs + x2a3)
+yr(xexs + 122 + Tox2 + 123) + Toyo + Toy1 + Toys + Toyr + T1y1
+21Ys + 1Y5 + T2y3 + T2y7 + T3y + Y2 + Yo,

P, = yo(wox2) + yi(xox1 + z122) + y2(wox1 + T122) + y3(z2x3 + 2123 + Tox2
+xz122) + ya(zoxs + z2xs + x123) + ys (223 + zoxs) + ys(zoxs + x123)
+yr(zoxs + T223) + Toy1 + Toys + Toya + Toys + T1Yo + T1y2 + T1Ys
+x2y1 + x2ys + r3y2 + ye + Y7,

Ps = yo(woxs + z2xs) + y1(zox2 + 122 + 223) + Y2 (023 + T223 + T123)
+ys(zoxs + xoxws) + ya(xoxe) + ys(rox1 + x122) + ye(Tox1 + T122)
+y7(zoxs + x1x3) + Toyo + Toy1 + Toy2 + Toys + T1Yo + T1Ys + T1Ys
+xoy1 + w2ys + T3ys + Y3 + y7,

Py = yo(wox1 + z122) + y1(v223 + 20ws) + y2(xox2) + ys(r123 + 2ow3)
+ya(zoxs + w2x3) + ys (w223 + Tox2 + T123 + T122) + Y6 (T123 + T273
+xoxs) + yr(roxs + xax3) + Toyo + Toya + Toys + T1ya + T1y2 + T1Y7
+x2Yo + ToyYe + T2Ys + T3Yy7 + Y1 + Y3,

Ps = yo(zoxz + z122 + x123 + 2223) + y1(Toxs + x123) + Y2 (Toxs + x2x3)
+ys(zox1 + z1x2) + Ya(xox1 + z122) + ys(x2x3 + zoxs) + ys(xox2)
+yr(zazs + Toxs + T123) + ToYo + Toyz + Toya + Toyr + T1y2 + T1Ys3
+21Ys + T2Yo + T2Ya + T3Y3 + Y1 + Ys,

Ps = wyo(woxs + zaxs) + y1(zvox1 + 2122) + y2(xox1 + x122) + ys(xows + woxs
+xz123) + ya(zox2 + 123 + 23 + T122) + Ys(Toxs + T123)
+ye(zoxs + xoxs) + y7(xox2) + Toy2 + Toys + Toya + ToYs + T1Y1
+21Ye + T1Y7 + T2y2 + T2ys + T3Y1 + Yo + s,

P, = yo(zows + z123) + y1(zoxs + z1x3 + x2x3) + ya2(Tox2 + T2w3 + T122
+x123) + y3(xora) + ya(r223 + xoxs + xox2) + ys (122 + To21)
+ye(ror1 + T172) + yr(T223 + ToT3) + Toy1 + Toy2 + ToYs + Toyr + T1Ys
+x1ys + T1y7 + T2y2 + T2Ys + T3Ys + Yo + Ya.
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The size of the public key can be reduced by writing it as two sets of equations
containing only quadratic terms as follows:

and

P

P;

Py

90

92

94

ge

= ZoT2, g1 = xoT1 + T1T2,

= X2X3 + X1T2 + ToX2 + T1X3, g3 = T2X3 + Tox3 + T1T3,

= XoT3 + T3, gs = XTox3 + X123,
= X2T3 + T1T2 + ToT2, g7 = X2T3 + ToT3 + ToT2,
= go + 92;

14 yog1 + Y190 + Y294 + Y3gs + yags + Y593 + yeb + yrgs + Toys + r1ys3

+xoy7r + T2y7 + T2Ys + ToYe + Y2 + Y4 + T1yo + T3Yo + Toys + T1Y1,

Yog3 + Y194 + Y295 + Y391 + Y491 + Ysgo + Y694 + Y792 + ToYo + Toy1
+xoys + Toyr + T1y1 + X1Y4 + T1Y5 + T2y3 + X2y7 + T3Y4 + Y2 + Ys,

Yyogo + Y191 + Y201 + Y3g2 + yags + ysga + ysgs + y79a + Toy1 + Toys
+Toys + XoyYs + T1Yo + X1Y2 + T1Ys + T2y1 + T2y3 + T3y2 + Ys + Y7,

Yog4 + Y196 + Y293 + Ysga + yYago + Ysg1 + Y691 + Y795 + ToYo + Toy1
+ZToy2 + ToYs + T1Yo + T1Y4 + T1Y6 + T2y1 + T2Ys + T3Ys + Y3 + Y7,

Yog1 + Y191 + Y290 + Y395 + Yaga + Ysg2 + Yeg3 + Y794 + Toyo + Toya
+xoys + Toys + T1ya + x1Y2 + T1Y7 + T2yo + x2ys5 + T3Y7 + Y1 + Y3,

Yog2 + Y195 + Y294 + Y391 + Yag1 + Ys94 + yYego + Y793 + Toyo + Toy2
+xoys + Toyr + T1y2 + x1Y3 + T1Ys + T2yo + T2ys + T3Y3 + Y1 + Y5,

Yoga + Y191 + Y201 + Y393 + Yage + Ysgs + Yega + yrao + Toy2 + Toys
+xoys + Toys + T1y1 + T1Ys + T1Y7 + T2y2 + T2ys + T3Y1 + Yo + Y5,

Yogs + Y193 + Y292 + Y3go + yagr + ysg1 + Yeg1 + y7ga + Toy1 + Toy2
+Toys + Toy7 + T1Y3s + x1Ys + T1Y7 + T2y2 + T2Ys + T3Ys5 + Yo + Ya.

Suppose M = (0,0,0,1) is the plaintext message. Substituting this in above
public equations we get linear equations,

Yo+ya+yo=1 Yo+uyst+ys=0, yo+ys+yr=0,
y3+ye +yr =0, y1+y3s+yr =0, y1+y3s+ys=0,
Yo+y1+ys =0, yo+uys+ys=0.
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Solving them by Gaussian elimination we get

(y07y17y27y37y47y57y67y7) = (07 1707 07 17 17 17 1)

which is the required ciphertext.
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